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ABSTRACT

Electronic Health Records (EHRs) have transformed modern healthcare by enabling efficient data storage,
access, and sharing across providers and institutions. However, the rapid digitization of sensitive patient information
has introduced significant security, privacy, and compliance challenges that threaten patient trust, data integrity, and
regulatory adherence. This systematic review critically examines current practices, emerging threats, and future
directions concerning the protection of EHRs within healthcare systems. A comprehensive literature search was
conducted across major databases, including PubMed, IEEE Xplore, Scopus, and ScienceDirect, targeting peer-
reviewed articles published between 2015 and 2024. A total of 86 relevant studies were selected and analyzed based on
inclusion criteria focused on EHR security frameworks, privacy-preserving techniques, legal compliance (e.g., HIPAA,
GDPR), and case studies of healthcare data breaches. The review categorizes challenges into technical, organizational,
and regulatory domains and evaluates the effectiveness of various mitigation strategies. Findings reveal that while
encryption, access control, and anonymization are widely adopted technical safeguards, many implementations remain
vulnerable to insider threats, misconfigurations, and inadequate monitoring. Privacy concerns are further amplified by
third-party integrations and the growing use of mobile health applications, which often fall outside traditional
compliance oversight. From a regulatory perspective, inconsistencies in global standards and the complexity of
compliance obligations hinder seamless adoption and enforcement. Emerging solutions, including blockchain, federated
learning, and differential privacy, show promise in enhancing security and privacy without compromising data utility.
However, their scalability and integration into legacy systems remain ongoing challenges. The review highlights the
need for harmonized regulatory frameworks, continuous staff training, real-time monitoring, and multidisciplinary
collaboration to address evolving cybersecurity threats. This study provides a comprehensive synthesis of the state of
EHR security, offering valuable insights for healthcare providers, policymakers, and technology developers. It
emphasizes the urgency of proactive strategies to safeguard digital health infrastructures while fostering innovation and
patient-centered care.

Keywords: Electronic Health Records, EHR Security, Data Privacy, HIPAA Compliance, Cybersecurity, Healthcare
Technology, Patient Data Protection, Systematic Review, Blockchain, Privacy-Preserving Technologies.

1. INTRODUCTION

Electronic Health Records (EHRs) have fundamentally transformed patient information management in
healthcare settings. Their digital nature has facilitated the transition from traditional paper-based systems,
resulting in enhanced efficiency of clinical workflows and improved coordination among healthcare providers.
This transition not only streamlines operations but also significantly improves patient care outcomes by
allowing for real-time access to critical health information such as medical histories, test results, and treatment
plans (Rezaeibagha et al., 2015; Adeniyi et al., 2024). Research indicates that while EHR implementation may
initially lead to decreased productivity, long-term benefits emerge in terms of improved efficiency and care
quality. For instance, a qualitative study found that although EHRs may temporarily reduce productivity, they
can lead to significant productivity increases when coupled with performance incentives, such as pay-for-
performance programs (Provenzano et al., 2024).

Despite their advantages, the integration of EHR systems into healthcare delivery poses substantial
challenges, particularly regarding data security and compliance with regulatory frameworks. The sensitivity
of health records, which contain personally identifiable information (PII) and significant medical data, makes
them attractive targets for cyberattacks (Adepoju et al., 2022, Gbadegesin et al., 2022). This has been a
growing concern, with escalating incidents of data breaches leading to identity theft and financial fraud
(Adelodun & Anyanwu, 2024, Chigboh, Zouo, & Olamijuwon, 2024, Ogugua et al., 2024).
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Recent literature highlights that around 50% of studies emphasize the importance of security and privacy
in EHR systems due to their vulnerability to cyber threats (Kruse et al., 2016). Institutions are tasked with not
only protecting this sensitive information but also ensuring compliance with regulations like the Health
Insurance Portability and Accountability Act (HIPAA) and the General Data Protection Regulation (GDPR),
which impose stringent requirements on data management practices (Otieno & Loice, 2019; Hoffman, 2016).

Healthcare organizations have faced increasing scrutiny from regulators due to rising cyberattacks and
breaches in patient data security, which can result in severe penalties and reputational damage. High-profile
incidents underline the urgency for these organizations to bolster their cybersecurity measures while adapting
to evolving legal and ethical standards that govern patient data protection (Hackl et al., 2011; Tertulino et al.,
2024). As the utilization of technologies such as cloud computing and telemedicine expands, new
vulnerabilities necessitate innovative security solutions to safeguard patient data (Oluwole et al., 2023).

This systematic review of existing research aims to scrutinize the multifaceted challenges and solutions
related to privacy, security, and compliance in EHR systems. It emphasizes the importance of developing
comprehensive strategies to mitigate risks associated with EHR data management while ensuring that
stakeholders, including policymakers and healthcare practitioners, are equipped with best practices for
securing sensitive patient information (Al-Zubaidie et al., 2019; Tertulino et al., 2023).

2. METHODOLOGY

This study adopted a systematic review approach in accordance with the Preferred Reporting Items for
Systematic Reviews and Meta-Analyses (PRISMA) 2020 guidelines to investigate the current practices,
challenges, and future directions regarding security, privacy, and compliance in Electronic Health Records
(EHRs). The literature search was conducted across peer-reviewed journals and digital repositories, focusing
on studies published from 2011 to 2025. Keywords such as “electronic health records,” * privacy,”
“compliance,” “cybersecurity,” “HIPAA,” “data protection,” “patient safety,” and “healthcare regulations”
were used in various Boolean combinations to retrieve relevant studies.

99 ¢¢

security,

29 <c

A total of 220 records were initially identified. Following the removal of 12 duplicate records, 208
articles were screened based on titles and abstracts. 106 articles were excluded for not meeting the inclusion
criteria. The full texts of 102 articles were assessed, with 58 articles excluded due to lack of relevance to the
core themes of security, privacy, and compliance within EHR contexts or insufficient methodological rigor.
Ultimately, 44 studies were included for qualitative synthesis. These studies were assessed for methodological
quality, relevance, and thematic contributions using a structured data extraction form. Inclusion criteria
comprised empirical, conceptual, and review papers that addressed one or more of the core focus areas within
EHR systems. Exclusion criteria included studies that focused solely on EHR usability, digitization logistics,
or unrelated healthcare technologies.

The studies selected provided insights into regulatory frameworks, risk mitigation strategies,
blockchain and Al integration for EHR protection, cross-jurisdictional compliance mechanisms, and the
implications of emerging technologies. Data were synthesized thematically using narrative techniques to
identify prevailing concerns, recurring methodologies, and future research needs. The findings were
categorized into challenges, current mitigation practices, and forward-looking strategies, guided by both
healthcare informatics theory and regulatory frameworks.
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The flow of study identification, screening, eligibility, and inclusion is illustrated in the PRISMA
flowchart provided in figure 1.

Records identificd from databases (n = 220)

Records after duplicaies removed (n = 208)

Recores screenad [n = 208)

Records excludgz+4f = 102) Full-text articles pssessed for eligibility in = 106)
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Figure 1. PRISMA flowchart of the study methodology.

3. SECURITY CHALLENGES IN EHR SYSTEMS

Electronic Health Records (EHRs) have transformed the way healthcare providers manage patient
information, offering improved accessibility, streamlined workflows, and enhanced coordination of care.
However, the widespread digitization of sensitive health data has also introduced a broad array of security
challenges that threaten the confidentiality, integrity, and availability of electronic health information (Ayo-
Farai et al.. 2024, Chintoh et al., 2024, Odionu et al., 2024). As EHR systems become more complex and
interconnected with various healthcare technologies and platforms, they face increasing exposure to security
vulnerabilities that must be systematically addressed to ensure patient safety and regulatory compliance.

One of the most significant security challenges facing EHR systems today is the presence of technical
vulnerabilities that can be exploited by malicious actors. Unauthorized access remains a primary concern, as
attackers often target weak points in system architecture to gain entry to patient records without proper
authorization. These breaches may result from poorly configured servers, unpatched software, or insecure
network protocols (Adhikari et al., 2024, Chukwurah et al., 2024, Zouo & Olamijuwon, 2024). In many cases,
attackers leverage common tactics such as phishing, brute force attacks, or exploiting known software flaws
to penetrate systems and extract sensitive data. The impact of such intrusions is severe, as health records
contain a rich source of personally identifiable information (PII), including social security numbers, addresses,
insurance details, and full medical histories. Figure 2 show Figure of security risks in traditional cloud-based
Electronic Medical Record Management Systems presented by Rahman et al., 2019.
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Figure 2. Security Risks in Traditional Cloud-based Electronic Medical Record Management Systems
(Rahman, et al., 2019).

Data breaches and malware attacks have become alarmingly frequent in healthcare settings,
highlighting the vulnerabilities inherent in current EHR infrastructures. Ransomware, in particular, has
emerged as a potent threat, with several high-profile attacks paralyzing hospital operations and compromising
millions of patient records. In these incidents, attackers encrypt critical data and demand ransom payments to
restore access, often resulting in significant financial and operational damage to healthcare organizations.
Malware can also be introduced via infected email attachments, compromised websites, or removable media,
spreading across networks and disrupting EHR functionality (Adewuyi et al., 2024, Edoh et al., 2024,
Ogunboye et al., 2024). Once inside the system, malicious software can remain undetected for extended
periods, collecting data, monitoring user activity, or providing backdoor access to external actors.

Weak authentication mechanisms further exacerbate the risk of unauthorized access and data
compromise. Many EHR systems continue to rely on single-factor authentication methods, such as basic
username and password combinations, which are highly susceptible to theft or brute-force guessing.
Inadequate password policies, lack of multifactor authentication (MFA), and insufficient user session controls
increase the likelihood of account compromise, especially when combined with users’ poor cybersecurity
hygiene (Azubuike et al., 2024, Chigboh, Zouo & Olamijuwon, 2024). In some cases, shared login credentials
among healthcare staff or the failure to terminate inactive sessions can inadvertently grant access to
unauthorized individuals. Strengthening authentication protocols, including the implementation of biometric
verification or time-based one-time passwords (TOTPs), is critical to reducing the attack surface and
enhancing system security.

Beyond external threats, insider threats represent another persistent and often underappreciated
challenge in EHR security. These threats stem from individuals within the organization who have legitimate
access to health records but misuse their privileges—either intentionally or unintentionally. Role-based access
controls (RBAC), while designed to limit data access to only what is necessary for specific job functions, are
frequently misconfigured or overly broad in practice (Atandero et al., 2024, Chintoh et al., 2024, Ohalete et
al., 2024).
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This allows users, including administrative staff, nurses, or even custodial personnel, to access more
patient information than their roles require. In some cases, employees have been found to access the records
of celebrities, acquaintances, or former partners out of curiosity or malicious intent, violating patient privacy
and breaching ethical standards. Sharma et al., 2022, presented ethical issues in electronic medical records,
shown in figure 3.

‘ ' Privacy and
confidentiality

Security
Breaches

Ethical issues
in Electronic

medical
records

Data
Inaccuracies

Figure 3. Ethical issues in electronic medical records (Sharma, et al., 2022).

Human error and lack of proper cybersecurity training further amplify the risks associated with insider
threats. Even well-intentioned employees may inadvertently compromise EHR security by clicking on
phishing links, using weak passwords, or mishandling portable devices containing patient data. The fast-paced
and high-stress nature of healthcare environments often contributes to lapses in judgment or attention to detail
(Jahun et al., 2021, Matthew et al., 2021). Without comprehensive training and ongoing awareness programs,
staff may fail to recognize security threats or follow established protocols, leaving systems vulnerable to
exploitation. Encouraging a culture of cybersecurity, backed by regular training sessions and incident response
simulations, is essential for reducing the likelihood of internal security failures.

Another critical area of concern lies in the underlying infrastructure and integration components that
support EHR systems. As healthcare organizations increasingly rely on third-party applications, mobile health
(mHealth) apps, and cloud services, the attack surface for potential breaches has expanded considerably.
Third-party integrations can introduce new vulnerabilities, especially when vendors do not adhere to stringent
security practices or when APIs (application programming interfaces) are inadequately secured (Adepoju et
al., 2024, Folorunso et al., 2024, Olamijuwon & Zouo, 2024). For example, health apps that synchronize with
EHRs to track patient fitness or medication adherence may lack end-to-end encryption or transmit data over
insecure channels, exposing sensitive information to interception or unauthorized access.

Mobile health applications, while enhancing patient engagement and access to care, present unique
security risks due to their deployment on personal devices that may not meet enterprise-grade security
standards. Loss or theft of smartphones, lack of device encryption, and weak app permissions management
can all result in unauthorized disclosure of EHR data.
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Furthermore, poorly designed apps may allow data leakage, store information in insecure locations,
or fail to properly authenticate users (Abieba, Alozie & Ajayi, 2025, Chintoh et al., 2025, Oso et al., 2025).
Ensuring that all third-party applications undergo rigorous security vetting, are subject to regular audits, and
comply with industry standards such as HIPAA and NIST guidelines is imperative for maintaining a secure
EHR ecosystem. Electronic health record (EHR) model presented by Boumezbeur & Zarour, 2022, is shown
in figure 4.

Administrative
and billing
data

Laboratory
report

Figure 4. Electronic health record (EHR) model (Boumezbeur & Zarour, 2022).

Legacy system limitations pose another significant challenge to EHR security. Many healthcare
organizations continue to operate on outdated hardware or software platforms that lack support for modern
security features. These legacy systems are often incompatible with newer technologies or updates, making
them difficult to patch or secure effectively. They may also lack robust encryption, logging, or access control
capabilities, leaving them highly vulnerable to intrusion (Ayo-Farai et al., 2023, Babarinde et al., 2023).
Migrating to more secure and scalable platforms is often hampered by budget constraints, operational
disruption concerns, and the complexity of data migration. However, continuing to rely on antiquated systems
not only undermines security but also impedes the integration of innovative technologies needed to improve
care delivery and data protection.

The convergence of these security challenges underscores the complexity of safeguarding EHR
systems in today’s healthcare environment. Technical vulnerabilities, such as unauthorized access, malware,
and inadequate authentication, must be addressed through rigorous system hardening, continuous monitoring,
and the adoption of advanced cybersecurity tools. Simultaneously, mitigating insider threats requires a strong
governance framework that includes role-based access policies, routine audits, and a culture of accountability
and awareness (Adhikari et al., 2024, Edoh et al., 2024, Odionu et al., 2024). Infrastructure-related risks—
particularly those associated with third-party integrations, mobile apps, and legacy systems—necessitate a
proactive approach to vendor management, application security, and strategic I'T investment.
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As the healthcare industry continues to digitize and embrace data-driven innovation, the importance
of robust EHR security cannot be overstated. Ensuring the confidentiality, integrity, and availability of patient
data is not only a regulatory requirement but a moral imperative. Without trust in the security of electronic
health records, both clinicians and patients may hesitate to fully engage with digital tools, limiting their
potential to improve health outcomes (Ariyibi et al., 2024, Chintoh et al., 2024, Olorunsogo et al., 2024). A
comprehensive and evolving approach to EHR security—rooted in collaboration among technologists,
clinicians, administrators, and policymakers—is essential to building resilient healthcare systems that can
meet the demands of the present while preparing for the challenges of the future.

4. PRIVACY CONCERNS

Privacy concerns are among the most critical issues in the implementation and management of Electronic
Health Records (EHRs), especially as healthcare systems increasingly rely on digital infrastructure to store,
manage, and exchange sensitive patient information. The transition from paper-based records to electronic
platforms has undoubtedly enhanced the efficiency and accessibility of healthcare, but it has also raised
substantial questions about how patients' personal health information (PHI) is collected, used, and shared
(Adepoju et al., 2022, Ogbeta Mbata & Udemezue, 2022). These concerns are compounded by the growing
use of advanced technologies such as artificial intelligence (Al) and the Internet of Things (IoT), which, while
offering innovative healthcare solutions, introduce complex privacy risks that demand careful scrutiny and
proactive governance.

At the center of many privacy debates is the issue of patient consent and data control. In theory, patients
should have the right to determine who can access their health information, how it is used, and for what
purposes. Consent management systems are designed to support this autonomy by enabling patients to grant,
deny, or withdraw consent in a granular and transparent manner. These systems vary in sophistication, from
simple opt-in/opt-out checkboxes to more advanced platforms that allow patients to set access permissions for
specific providers, data types, or timeframes (Adigun et al., 2024, Hussain et al., 2024, Ohalete et al., 2024).
However, in practice, the implementation of effective consent management remains fragmented and
inconsistent. Many healthcare providers still rely on blanket consent forms signed at the time of admission,
which do not provide meaningful control or awareness over future data uses, particularly in the context of
secondary data usage, such as research or marketing (Oladosu et al., 2021).

Data ownership and portability further complicate the landscape of privacy in EHR systems. The question
of who truly owns a patient’s data remains legally and ethically ambiguous in many jurisdictions. While
patients are considered the subjects of the data, healthcare providers and institutions often act as custodians,
controlling access and infrastructure. This dynamic can lead to power imbalances, where patients may find it
difficult to obtain complete copies of their records or transfer their data between providers (Adelodun &
Anyanwu, 2024, Folorunso et al., 2024, Oshodi et al., 2024). Lack of interoperability between EHR systems
exacerbates this issue, undermining the promise of patient-centered care and data fluidity. In some cases,
patients may not even be aware of who has access to their information or how it is being shared across the
healthcare ecosystem. Strengthening legal frameworks around data ownership, promoting standards for health
data portability, and empowering patients with tools to manage their digital identities are essential steps in
restoring trust and privacy in electronic health systems.
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Another major area of concern relates to the anonymization and de-identification of health data. As
health records are increasingly used for secondary purposes such as biomedical research, public health
surveillance, and the development of machine learning models, de-identification techniques are employed to
protect patient privacy. These methods aim to remove or obscure personal identifiers—such as names,
addresses, dates of birth, and medical record numbers—making it difficult to trace data back to individuals
(Ayo-Farai et al.. 2024, Ilke et al., 2024, Olorunsogo et al., 2024). Common techniques include
pseudonymization, generalization, suppression, and data masking. However, the effectiveness of these
methods is subject to significant limitations.

Recent studies have shown that even de-identified health data can be re-identified with high accuracy
when cross-referenced with other publicly available datasets. For example, combining de-identified health
records with demographic data or social media information may enable attackers or researchers to infer
individual identities. This risk is heightened when datasets contain unique or rare health conditions, treatment
combinations, or geographic indicators (Afolabi, Chukwurah & Abieba, 2025, Chintoh et al., 2025, Oso et al.,
2025). Furthermore, de-identification is often a one-time process, which does not account for future data
linkages or technological advancements that could undermine previously effective protections. The dynamic
and multi-dimensional nature of health data makes complete anonymization extremely difficult to guarantee
over time. As such, a cautious approach must be adopted when sharing or utilizing de-identified data,
balancing the benefits of data-driven research with the imperative to protect patient confidentiality.

The emergence of advanced technologies, particularly Al and IoT, introduces new layers of complexity
and risk to EHR privacy. Al-driven tools are increasingly being used to assist in diagnosis, predict health risks,
personalize treatment plans, and analyze population health trends. These systems rely on massive volumes of
health data to train algorithms and improve performance (Adepoju et al., 2024, Chintoh et al., 2024, Sule et
al., 2024). However, the use of Al raises important questions about how data is sourced, who has access to it,
and how it is processed. Unlike traditional data use, Al systems may extract latent patterns and insights that
were not initially evident or intended, raising concerns about unintended consequences, bias, and the potential
misuse of sensitive information. Moreover, Al algorithms often operate as “black boxes,” making it difficult
for patients and even clinicians to understand how decisions are being made or what data is being utilized
(Alli & Dada, 2023, Hussain et al., 2023). This lack of transparency can erode trust and lead to skepticism
about the fairness and integrity of Al-enabled healthcare tools.

The proliferation of IoT devices in healthcare—including wearable fitness trackers, smart medical
implants, remote monitoring systems, and mobile health applications—further expands the privacy risk
landscape. These devices continuously collect and transmit health-related data, often outside of traditional
clinical settings, and frequently without explicit or ongoing patient consent (Atta et al., 2021, Dirlikov, 2021).
Many of these devices are not subject to the same regulatory scrutiny as certified medical technologies,
meaning they may lack robust privacy protections, encryption standards, or data governance policies. Data
from IoT devices is often stored in cloud platforms or shared with third-party vendors, creating additional risk
vectors and raising concerns about who has access to the information and how it is being monetized or
repurposed.
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The integration of IoT data into EHR systems also presents significant privacy management
challenges. For instance, how should consent be managed when data is being collected in real-time from a
wearable device and automatically synced with a patient’s medical record? What safeguards exist to prevent
unauthorized third parties—such as insurance companies or employers—from using this data to make
discriminatory decisions? The answers to these questions remain unclear, and current regulatory frameworks
often lag behind technological innovation, leaving gaps in protection (Ayo-Farai et al.. 2023, Babarinde et al.,
2023).

As EHR systems evolve and embrace these emerging technologies, there is an urgent need to revisit
and strengthen privacy protections across all levels. This includes updating consent models to accommodate
dynamic and real-time data flows, developing privacy-preserving machine learning techniques that minimize
exposure to raw data, and enforcing stricter accountability for data handling by third-party vendors (Adepoju
et al., 2022, Opia, Matthew & Matthew, 2022). Additionally, privacy impact assessments should become
standard practice in the development and deployment of Al and IoT solutions in healthcare, ensuring that
potential risks are identified and mitigated before widespread implementation.

In summary, the privacy concerns surrounding Electronic Health Records are multifaceted and
increasingly influenced by the integration of advanced technologies and shifting data paradigms. While EHRs
offer significant benefits in improving care delivery and health outcomes, they also require robust privacy
safeguards to protect the rights and interests of patients. Ensuring patient consent and control, improving data
de-identification techniques, and addressing the implications of Al and IoT are central to maintaining trust in
digital healthcare systems (Jahun et al., 2021, Ogbeta, Mbata & Udemezue, 2021). As healthcare continues to
innovate, privacy must remain a foundational pillar, supported by adaptive policies, transparent practices, and
technology solutions designed with security and ethics in mind.

5. REGULATORY COMPLIANCE LANDSCAPE

The regulatory compliance landscape surrounding Electronic Health Records (EHRSs) is both expansive
and evolving, shaped by regional, national, and international laws aimed at protecting the privacy, integrity,
and security of sensitive health information. As EHR systems become the norm across global healthcare
infrastructures, ensuring adherence to these regulations has emerged as a critical priority for healthcare
providers, technology vendors, and policymakers alike (Afolabi, Chukwurah & Abieba, 2025, Edwards et al.,
2025). The compliance environment, however, is increasingly complex—marked by varying legal standards,
dynamic technological changes, and the continuous challenge of aligning operational practices with legal
mandates. A comprehensive understanding of these regulatory frameworks and their implementation
challenges is essential to addressing current security and privacy issues within EHR systems and charting a
path toward more robust data governance.

Among the most well-established and widely referenced regulatory frameworks is the Health Insurance
Portability and Accountability Act (HIPAA) in the United States. Enacted in 1996 and supplemented by the
Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009, HIPAA sets
national standards for the protection of individually identifiable health information (Azubuike et al., 2024,
Chintoh et al., 2024, Odionu et al., 2024). It mandates safeguards for the confidentiality, integrity, and
availability of electronic protected health information (ePHI), while also establishing rules for breach
notification, access control, and penalties for non-compliance.

-10 -



World Scientific News 203 (2025) 11-39

HIPAA’s Security Rule, in particular, provides specific guidelines on administrative, physical, and
technical safeguards, including encryption, access control, audit controls, and user authentication.

In the European Union, the General Data Protection Regulation (GDPR), which took effect in May 2018,
has dramatically reshaped the global conversation around data privacy, including in the context of healthcare.
GDPR offers broader protections than HIPAA, applying not only to healthcare entities but to all organizations
processing the personal data of EU residents. It emphasizes principles such as data minimization, purpose
limitation, and the right to be forgotten, while placing stringent requirements on data controllers and
processors for consent, data transfer, and breach notification (Adelodun & Anyanwu, 2025, Ibeh et al., 2025,
Oso et al., 2025). One key distinction is that GDPR views health data as a special category of personal data,
warranting heightened protection and explicit consent for processing.

Beyond HIPAA and GDPR, numerous other regional and national regulations influence EHR compliance
efforts. For instance, Canada’s Personal Information Protection and Electronic Documents Act (PIPEDA) and
various provincial health privacy laws govern the use and disclosure of health data. Australia’s Privacy Act
and the My Health Records Act establish requirements for handling digital health records (Adepoju et al.,
2023, Balogun et al., 2023). In Asia, countries such as Singapore, Japan, and South Korea have enacted their
own privacy and health information protection laws, while other regions, including parts of Africa and the
Middle East, are developing or strengthening their regulatory frameworks. The diversity of these regulations
poses a significant challenge for global health organizations, particularly those that engage in cross-border
data exchange or manage multinational operations.

Implementing regulatory compliance in the context of EHRs involves navigating several operational
challenges. One major issue is interoperability—the ability of disparate health IT systems to share and use
information effectively. While interoperability is essential for coordinated care and improved health outcomes,
it also raises substantial compliance concerns, especially when data moves across organizational or national
boundaries (Adelodun & Anyanwu, 2024, Kelvin-Agwu et al., 2024, Olorunsogo et al., 2024). Different
jurisdictions may impose conflicting requirements for consent, data storage, and transfer protocols. For
example, data that is compliant under HIPAA in the United States may not meet GDPR standards in the
European Union, particularly regarding consent granularity or data subject rights. This tension complicates
data sharing between research institutions, multinational healthcare providers, and international public health
collaborations (Alli & Dada, 2022, Ige et al., 2022).

Another persistent challenge lies in maintaining comprehensive audit trails and meeting documentation
requirements. Regulatory frameworks typically require detailed logs of access, modifications, disclosures, and
security events related to patient data. These audit trails are critical for detecting unauthorized access, ensuring
accountability, and demonstrating compliance during investigations or audits (Austin-Gabriel et al., 2021,
Dirlikov et al., 2021). However, maintaining and managing these logs can be resource-intensive, particularly
for organizations with limited IT capacity or a high volume of data transactions. Moreover, the pressure to
retain documentation for extended periods—sometimes beyond the operational life of the systems generating
them—creates storage and cost burdens that many healthcare institutions struggle to manage.

The consequences of non-compliance with data protection regulations are not merely theoretical; they are
regularly illustrated through high-profile case studies that underscore the real-world implications of lapses in
EHR governance.
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One notable case involved Anthem Inc., one of the largest health insurance companies in the United States,
which suffered a massive data breach in 2015 affecting nearly 80 million individuals. Attackers accessed
names, birthdates, social security numbers, and medical Ids (Ayo-Farai et al., 2023, Ikwuanusi, Adepoju &
Odionu, 2023). The breach was attributed to inadequate cybersecurity controls and a failure to implement
multi-factor authentication. As a result, Anthem agreed to a $16 million settlement with the U.S. Department
of Health and Human Services (HHS)—the largest HIPAA enforcement action at the time—along with
additional penalties from state regulators.

In another case, the UK’s National Health Service (NHS) experienced widespread disruption in 2017 due
to the WannaCry ransomware attack, which affected dozens of hospitals and led to canceled appointments,
delayed surgeries, and the exposure of patient records. Although not a targeted health data breach per se, the
incident revealed critical vulnerabilities in legacy IT infrastructure and highlighted the NHS’s failure to apply
timely software updates—a requirement that falls under many regulatory and cybersecurity frameworks
(Adepoju et al., 2023, Ike et al., 2023). The event prompted renewed investment in NHS digital resilience and
called attention to the risks associated with underfunded healthcare IT systems.

The GDPR has also seen notable enforcement actions. In 2020, Haga Hospital in the Netherlands was
fined €460,000 by the Dutch Data Protection Authority after it was found that unauthorized hospital staff
accessed the medical records of a well-known patient without appropriate safeguards in place. The incident
underscored the importance of implementing effective role-based access controls and real-time monitoring
systems—principles that are also core to HIPAA and other privacy regulations (Adaramola et al., 2024,
Kelvin-Agwu et al., 2024, Temedie-Asogwa et al., 2024). Similarly, in Finland, a mental health services
provider known as Vastaamo faced public outrage and legal action after hackers stole therapy session notes
and attempted to extort both the clinic and individual patients. The scandal raised questions about encryption
practices, breach notification protocols, and organizational transparency.

These case studies demonstrate not only the financial and reputational costs of non-compliance but also
the emotional and psychological toll on patients whose private health information is compromised. They
reinforce the notion that compliance must be more than a box-ticking exercise; it must be integrated into the
fabric of organizational culture and supported by robust technical, administrative, and legal frameworks
(Afolabi, Chukwurah & Abieba, 2025, Odionu et al., 2025). This includes conducting regular risk assessments,
updating policies in line with evolving threats and regulations, and fostering a culture of accountability and
privacy consciousness among all staff.

Looking ahead, the regulatory landscape is likely to become even more demanding as new technologies—
such as artificial intelligence, genomic data analysis, and telehealth platforms—reshape the healthcare
ecosystem. Regulators around the world are beginning to explore additional layers of oversight for these
emerging domains, including Al ethics guidelines, data protection impact assessments, and algorithmic
transparency requirements. For organizations managing EHR systems, staying ahead of these developments
will require proactive engagement with regulators, participation in policy development, and the continuous
adaptation of compliance strategies to meet the demands of a digitally connected and data-rich healthcare
future (Ayanbode et al., 2024, Majebi, Adelodun, & Anyanwu, 2024, Zouo & Olamijuwon, 2024).
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In conclusion, the regulatory compliance landscape for EHR systems is marked by an intricate web of
local and global laws, implementation challenges, and the constant threat of data breaches. Adhering to
frameworks like HIPAA, GDPR, and regional policies requires not only technical safeguards but also
organizational commitment to privacy and accountability. As healthcare continues its digital transformation,
the ability to navigate this evolving compliance terrain will be crucial in ensuring that electronic health records
fulfill their promise of enhancing patient care without compromising trust or security (Ayo-Farai et al., 2024,
Oddie-Okeke et al., 2024, Uwumiro et al., 2024).

6. CURRENT MITIGATION STRATEGIES

Mitigating the security, privacy, and compliance challenges associated with Electronic Health Records
(EHRs) is a critical priority for healthcare providers and institutions worldwide. As EHRs serve as central
repositories for sensitive patient information, their protection requires a multi-layered, proactive, and adaptive
strategy that addresses both technological and human vulnerabilities (Adepoju et al., 2023, Balogun et al.,
2023. Current mitigation efforts in the healthcare sector have evolved to incorporate a range of defensive
mechanisms—technical, procedural, and behavioral—that work in tandem to safeguard patient data from
external threats, internal misuse, and accidental exposure. Among these, encryption, access control, multi-
factor authentication, intrusion detection systems, and comprehensive staff training programs are key
components of modern EHR protection frameworks.

One of the most fundamental and widely adopted strategies for securing EHR systems is encryption.
Encryption transforms readable data into an unreadable format using cryptographic algorithms, ensuring that
unauthorized parties cannot access or interpret sensitive information even if they manage to breach the system.
In the context of EHRs, encryption is typically applied at two levels: data at rest and data in transit (Ayo-Farai
et al., 2024, Odionu et al., 2024, Olowe et al., 2024). Data at rest refers to stored information in databases,
servers, or storage devices, while data in transit encompasses information being transmitted between systems,
such as during communication between a healthcare provider and a cloud-based EHR platform. The
implementation of strong encryption protocols—such as Advanced Encryption Standard (AES) for data at rest
and Transport Layer Security (TLS) for data in transit—is essential to maintaining the confidentiality and
integrity of patient records (Adelodun & Anyanwu, 2024, Kelvin-Agwu et al., 2024).

Encryption is most effective when paired with robust access control mechanisms that ensure only
authorized users can view or manipulate specific types of health data. Access control in EHR systems is
commonly enforced through role-based access control (RBAC), which assigns user permissions based on job
responsibilities. For example, a physician may have access to full patient records, while administrative staff
are limited to demographic or billing information (Alli & Dada, 2024, Fasipe & Ogunboye, 2024, Ogundairo
et al., 2024). Fine-grained access control enables healthcare organizations to implement the principle of least
privilege, reducing the risk of unauthorized access and mitigating the potential damage from insider threats.
Moreover, access logs and audit trails are maintained to monitor user activity, detect suspicious behavior, and
support compliance with regulatory requirements (Ayinde et al., 2021, Hussain et al., 2021).

Despite the benefits of access control and encryption, single-factor authentication methods—such as
username and password combinations—remain a weak link in many EHR security frameworks. Passwords
are vulnerable to phishing attacks, brute-force attempts, and social engineering, making it imperative to
strengthen identity verification through multi-factor authentication (MFA).

-13 -



World Scientific News 203 (2025) 14-39

MFA adds an extra layer of security by requiring users to present two or more credentials to verify their
identity (Adepoju et al., 2023, Ezeamii et al., 2023). These credentials typically fall into three categories:
something the user knows (password or PIN), something the user has (security token or mobile device), and
something the user is (biometric data like fingerprints or facial recognition).

In the healthcare sector, MFA is increasingly being adopted to secure access to EHR systems, especially
for remote access or sensitive administrative functions. For example, clinicians accessing EHRs from off-site
locations may be required to input a one-time code sent to their registered device or perform biometric
verification. MFA significantly reduces the likelihood of unauthorized access, even if login credentials are
compromised (Adegoke et al., 2022, Patel et al., 2022). However, its implementation must be carefully
managed to balance security with user convenience, particularly in fast-paced clinical environments where
ease of access is vital.

Another important line of defense against cyber threats is the deployment of intrusion detection systems
(IDS). IDS solutions monitor network traffic, system behavior, and user activity for signs of malicious or
anomalous behavior. These systems use a combination of signature-based and anomaly-based detection
methods. Signature-based detection compares activity against known patterns of malicious behavior, while
anomaly-based detection uses machine learning to establish baseline behavior and flag deviations (Afolabi et
al.,, 2023, Ikwuanusi, Adepoju & Odionu, 2023). In healthcare environments, IDS tools can alert
administrators to potential threats such as unauthorized access attempts, unusual login patterns, or attempts to
exfiltrate large volumes of data.

When integrated with security information and event management (SIEM) platforms, IDS tools provide
real-time alerts and forensic capabilities that are crucial for incident response and regulatory compliance. For
instance, in the event of a data breach, IDS logs can help trace the source of the intrusion, assess the extent of
the damage, and support notification requirements under regulations like HIPAA or GDPR. However, the
effectiveness of IDS depends on proper configuration, continuous monitoring, and timely response (Adepoju
et al., 2023, Nnagha et al.,2023). False positives and alert fatigue are common challenges, requiring skilled
personnel and clear protocols to distinguish between benign and harmful events.

While technical controls are essential, they are insufficient on their own to secure EHR systems. Human
factors often represent the weakest link in the security chain, making staff training and cybersecurity
awareness indispensable components of any comprehensive mitigation strategy. Many security breaches occur
due to human error, such as employees falling victim to phishing emails, mishandling portable devices, or
inadvertently sharing sensitive information (Ajayi et al., 2024, Ezeamii et al., 2024, Ohalete et al., 2024).
Regular training programs can educate staff about the importance of cybersecurity, common threat vectors,
and best practices for protecting patient data.

Effective training should be role-specific, providing tailored guidance for different user groups such as
clinicians, administrative staff, IT personnel, and executives. Training sessions should cover topics like
recognizing phishing attempts, proper password management, secure data sharing practices, and protocols for
reporting suspicious activity. Interactive and scenario-based learning can enhance engagement and retention,
while simulated phishing campaigns can test employees’ vigilance in real-world conditions.
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Furthermore, cybersecurity awareness should not be a one-time effort but an ongoing initiative reinforced
through newsletters, refresher courses, and visible leadership support (Adelodun & Anyanwu, 2024, Kelvin-
Agwu et al., 2024, Zouo & Olamijuwon, 2024).

Creating a culture of security awareness also involves establishing clear policies and accountability
structures. Employees should understand not only how to protect data but also the consequences of failing to
do so. Healthcare organizations must ensure that data protection responsibilities are clearly defined and that
staff know whom to contact in the event of a suspected breach or security incident. Regular audits, compliance
checks, and internal reviews can reinforce adherence to policies and highlight areas for improvement (Adepoju
et al., 2023, Nwaonumabh et al., 2023).

Together, these mitigation strategies form a layered defense-in-depth approach that significantly enhances
the security posture of EHR systems. Encryption and access control protect the data itself and restrict
unauthorized access. Multi-factor authentication strengthens identity verification and reduces the impact of
credential theft. Intrusion detection systems provide real-time monitoring and alerting to quickly identify and
respond to emerging threats. Staff training and cybersecurity awareness address the human element, ensuring
that users act as vigilant defenders rather than inadvertent enablers of security breaches (Adelodun &
Anyanwu, 2025, Ige et al., 2025).

Despite their effectiveness, these strategies must continuously evolve in response to new technologies,
emerging threats, and regulatory developments. As healthcare organizations adopt cloud computing,
telemedicine, artificial intelligence, and Internet of Things (IoT) devices, new vulnerabilities will emerge that
challenge existing safeguards (Alli & Dada, 2023, Majebi et al., 2023). Future mitigation efforts must therefore
emphasize adaptability, integration, and collaboration across technical, organizational, and policy domains.
By remaining vigilant and proactive, healthcare providers can build resilient EHR systems that uphold the
trust of patients, support regulatory compliance, and protect the confidentiality, integrity, and availability of
health data in an increasingly digital world (Adepoju et al., 2023, Ogbeta et al., 2023).

7. EMERGING TECHNOLOGIES AND FUTURE DIRECTIONS

As the landscape of healthcare technology continues to evolve, so too do the strategies and tools needed
to secure Electronic Health Records (EHRs), protect patient privacy, and ensure regulatory compliance.
Traditional mitigation approaches such as encryption, access controls, and staff training remain foundational,
but they must now be augmented by emerging technologies that offer more resilient, adaptive, and scalable
solutions (Adekola et al., 2023, Ezeamii et al., 2023). In response to increasingly sophisticated cyber threats,
growing volumes of sensitive health data, and the demands of cross-border data sharing, healthcare systems
are exploring innovative avenues such as blockchain, federated learning, differential privacy, real-time
monitoring, and policy harmonization (Ajayi et al., 2025, Ogbeta, Mbata & Udemezue, 2025). These
advancements represent not just technical progress but a broader shift toward smarter, more integrated systems
that can anticipate and respond to both operational and ethical challenges in managing EHRs.

One of the most promising developments in the realm of data integrity and accountability is the use of
blockchain technology for immutable logging. Blockchain, a decentralized ledger system, offers a transparent,
tamper-proof method of recording data transactions.
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In the context of EHRs, blockchain can be used to log access and modifications to health records, providing
a traceable and auditable trail that cannot be altered retroactively (Adepoju et al., 2024, Kelvin-Agwu et al.,
2024, Shittu et al., 2024). This immutability enhances trust, as patients and providers alike can be assured that
the history of data access is secure and verifiable. Unlike traditional centralized logging systems, which can
be susceptible to insider manipulation or external breaches, blockchain's distributed nature ensures
redundancy and resistance to unauthorized changes (Adelodun & Anyanwu, 2024, Majebi, Adelodun &
Anyanwu, 2024). Additionally, smart contracts can be programmed into blockchain networks to automatically
enforce access permissions or trigger alerts when predefined rules are violated. These features make
blockchain particularly well-suited to addressing concerns related to auditability, transparency, and long-term
data stewardship in healthcare environments (Alli & Dada, 2023, Fagbule et al., 2023).

However, blockchain's implementation in EHR systems is not without challenges. Issues such as
scalability, latency, and integration with existing systems must be addressed to make blockchain a practical
solution for high-volume healthcare networks. Moreover, storing actual health data on a blockchain is
generally discouraged due to privacy and storage limitations; instead, hashed references or metadata are stored
on-chain, with the actual records maintained in secure, off-chain databases (Adepoju et al., 2024, Ezeamii et
al., 2024, Okhawere et al., 2024). Despite these challenges, pilot projects and research initiatives around the
world continue to explore blockchain's potential in healthcare, particularly for managing consent, verifying
provider credentials, and enabling secure health information exchanges.

In parallel with blockchain, another transformative innovation gaining momentum is the application of
federated learning and differential privacy in the development of EHR-based analytics and artificial
intelligence (AI) models. Traditional machine learning approaches require centralizing data in a single
repository, which poses significant privacy and security risks (Adelodun et al., 2018, Ike et al., 2021).
Federated learning addresses this issue by enabling Al models to be trained across multiple decentralized data
sources—such as hospitals, clinics, or wearable devices—without transferring the raw data. Each participating
node trains the model locally using its data and shares only model updates (e.g., weights and gradients) with
a central aggregator. This method allows institutions to collaborate on machine learning projects without
exposing sensitive patient information (Ajayi, Alozie & Abieba, 2025, Ekeh et al., 2025).

To further enhance privacy, federated learning is often combined with differential privacy, a technique
that introduces mathematically calibrated noise into the data or model outputs to prevent re-identification of
individuals. Differential privacy provides formal privacy guarantees, ensuring that the inclusion or exclusion
of a single individual's data has a negligible impact on the model's predictions (Adepoju et al., 2024, Majebi,
Adelodun & Anyanwu, 2024). Together, federated learning and differential privacy offer a powerful
framework for privacy-preserving Al in healthcare, enabling innovations in diagnosis, risk prediction, and
treatment personalization without compromising patient confidentiality.

These technologies also align well with current regulatory frameworks and emerging global data
governance principles that emphasize data minimization, purpose limitation, and transparency. However, their
practical deployment requires overcoming technical hurdles such as communication efficiency, model
convergence, and trust management between participating institutions. Research into robust aggregation
methods, adversarial defenses, and dynamic participation schemes is ongoing and will be critical to scaling
these solutions across real-world healthcare ecosystems (Adelodun & Anyanwu, 2024, Obianyo et al., 2024,
Olowe et al., 2024).
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Another critical frontier in the advancement of EHR security is real-time monitoring and threat
intelligence. While traditional security systems focus on perimeter defenses and retrospective audits, real-time
monitoring enables healthcare organizations to detect, investigate, and respond to cyber threats as they occur.
Advanced monitoring systems utilize behavioral analytics, anomaly detection, and machine learning
algorithms to continuously analyze user activities, network traffic, and system logs (Anyanwu et al., 2024,
Matthew et al., 2024, Okoro et al., 2024). These systems can identify deviations from normal patterns, such
as unusual login times, excessive data downloads, or unauthorized access to sensitive patient files, and trigger
immediate alerts or automated countermeasures.

Threat intelligence further enhances these capabilities by providing contextual information about
emerging threats, vulnerabilities, and attacker behaviors sourced from external feeds, industry reports, and
global security communities. Integrating threat intelligence with internal monitoring systems allows
healthcare organizations to anticipate risks, adapt defenses, and respond more effectively to sophisticated
attacks. Moreover, real-time visibility into system performance and security events supports compliance by
ensuring that audit trails are complete, timely, and actionable (Alozie et al., 2024, Ezeamii et al., 2024, Okobi
et al., 2024).

To fully realize the potential of real-time security, healthcare organizations must invest in technologies
such as Security Information and Event Management (SIEM) platforms, Endpoint Detection and Response
(EDR) tools, and automated orchestration systems. They must also establish dedicated Security Operations
Centers (SOCs) or collaborate with managed security service providers (MSSPs) to maintain 24/7 vigilance.
The combination of advanced analytics and human expertise ensures a proactive security posture that can keep
pace with the evolving threat landscape.

Finally, the future of EHR security, privacy, and compliance must involve a concerted effort toward
policy harmonization and global collaboration. As healthcare becomes more interconnected through
telemedicine, international research collaborations, and global health initiatives, the ability to securely share
health data across borders becomes increasingly important. However, regulatory fragmentation remains a
significant obstacle. Laws such as HIPAA, GDPR, and various national privacy acts impose differing
requirements for data protection, consent, and cross-border transfers (Adepoju et al., 2024, Kelvin-Agwu et
al., 2024, Oladosu et al., 2024). These inconsistencies complicate compliance, hinder interoperability, and
slow the adoption of innovative technologies.

To address these challenges, stakeholders must work toward the development of harmonized standards
and frameworks that balance local sovereignty with global interoperability. Initiatives such as the Global
Digital Health Partnership (GDHP), the World Health Organization’s digital health strategy, and efforts by
standards organizations like HL7 and ISO are steps in the right direction (Ogundairo et al., 2023, Uwumiro et
al., 2023). These collaborations aim to promote shared principles, technical standards, and governance models
that support secure, ethical, and efficient data use across jurisdictions.

Policy harmonization also requires engagement with diverse stakeholders, including governments,
healthcare providers, technology vendors, patients, and civil society. Inclusive dialogue and participatory
policy development can help align regulatory objectives with technological capabilities and societal values
(Akinade et al., 2022, Patel et al., 2022).
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In addition, mechanisms for cross-border data sharing—such as data trusts, federated registries, and
secure data enclaves—should be explored and standardized to support collaborative research, public health
surveillance, and emergency response efforts without compromising privacy or security.

In conclusion, emerging technologies and forward-looking strategies are reshaping how healthcare
systems protect EHRs and uphold patient trust in a rapidly digitizing world. Blockchain provides a foundation
for immutable, transparent data logging; federated learning and differential privacy offer privacy-preserving
pathways to Al innovation; real-time monitoring and threat intelligence enable proactive defense against cyber
threats; and policy harmonization paves the way for secure, ethical global data exchange (Akinade et al., 2021,
Bidemi et al., 2021). While these technologies present implementation challenges, their potential to strengthen
security, enhance privacy, and support compliance is undeniable. As healthcare continues its digital
transformation, embracing these innovations will be essential to building a future where electronic health
information is both powerful and protected (Adepoju et al., 2025, Amafah et al., 2025, Ige et al., 2025)

8. DISCUSSION

The systematic review of security, privacy, and compliance challenges in Electronic Health Records
(EHRs) reveals a complex and evolving landscape where technological advancement must be continuously
balanced with ethical obligations, regulatory mandates, and operational realities. Through the comprehensive
examination of current practices, frameworks, and innovations, the review presents several critical insights
that not only underscore the progress made but also highlight persistent vulnerabilities and emerging risks
(Ajayi, Alozie & Abieba, 2025, Ekeh et al., 2025). These insights serve as a call to action for healthcare
stakeholders—governments, healthcare providers, technology vendors, researchers, and patients—to
collaboratively address the multifaceted challenges associated with safeguarding sensitive health information
in digital ecosystems.

One of the most prominent insights from the review is the central role that EHRs now play in modern
healthcare delivery. With increasing digitization, EHR systems have become indispensable tools for storing,
sharing, and managing patient information. They enable real-time access to clinical data, support continuity
of care, improve diagnostic accuracy, and streamline administrative processes (Anyanwu et al., 2024, Majebi,
Adelodun & Anyanwu, 2024). However, the growing dependence on EHRs also increases the risk exposure
to a variety of threats. From sophisticated cyberattacks such as ransomware and phishing to insider threats and
unintentional data leaks, the surface area for security breaches has expanded significantly. The review
confirms that despite the implementation of standard protective measures—encryption, access control, audit
trails, and multi-factor authentication—security breaches continue to occur, often exploiting human factors,
legacy systems, or configuration gaps.

Another important finding is the increasing sophistication of threat actors targeting EHR systems.
Healthcare data is uniquely valuable on the black market, as it can be used not only for identity theft and
insurance fraud but also for blackmail or social engineering. Attackers are becoming more organized and well-
funded, leveraging advanced tools and techniques to penetrate healthcare infrastructure. At the same time,
many healthcare organizations lack the resources or expertise to deploy and maintain cutting-edge
cybersecurity solutions.
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Smaller providers, in particular, face disproportionate challenges due to limited IT budgets, aging
hardware, and insufficient staff training (Adepoju et al., 2024, Kelvin-Agwu et al., 2024, Olowe et al., 2024).
This disparity creates a security gap that adversaries can exploit, particularly in under-resourced healthcare
settings.

The review also brings attention to the persistent tension between data utility and patient privacy. While
EHRs are essential for clinical decision-making and increasingly for research and population health
management, the use of personal health data raises ethical and legal concerns. Patients often remain unaware
of how their data is collected, shared, or used, particularly when it involves secondary applications such as
algorithm training or public health surveillance (Adelodun & Anyanwu, 2024, Ezeamii et al., 2024, Okoro et
al., 2024). Consent models in many healthcare systems are outdated or inadequately implemented, resulting
in broad, blanket consents that do not allow patients to exercise meaningful control over their information.
Furthermore, although anonymization and de-identification techniques are widely used to protect privacy, the
review highlights their limitations. Re-identification remains a real threat, especially when datasets are
combined with external information sources or when rare conditions make individuals uniquely identifiable.

In examining compliance frameworks, the review outlines the fragmentation and inconsistency of global
regulatory environments. While regulations such as the Health Insurance Portability and Accountability Act
(HIPAA) in the U.S. and the General Data Protection Regulation (GDPR) in the European Union have
established critical baselines for data protection, there is a lack of global harmonization (Al Zoubi,et al., 2022).
This inconsistency creates barriers to cross-border data sharing, complicates research collaborations, and
increases the burden on multinational healthcare organizations that must comply with multiple, sometimes
conflicting, legal regimes. Moreover, compliance is not simply a matter of legal conformity—it requires
continuous monitoring, documentation, and adaptation, which are often overlooked or under-resourced.

Despite these valuable findings, the review identifies several key gaps in both the literature and current
practice. First, there is a limited body of empirical research evaluating the real-world effectiveness of
implemented security and privacy controls in healthcare environments. Much of the existing literature focuses
on theoretical models, conceptual frameworks, or retrospective breach analyses, but few studies provide
longitudinal assessments or controlled evaluations of mitigation strategies (Matthew et al., 2021, Oladosu et
al., 2021). Without such evidence, it remains difficult to determine which practices offer the greatest return
on investment or how interventions should be prioritized in resource-constrained settings.

Second, there is a lack of comprehensive studies on the human factors influencing EHR security. While
human error is often cited as a major cause of data breaches, there is insufficient understanding of the
behavioral, cultural, and organizational determinants that contribute to risky practices. Research in this area
could inform the design of more effective training programs, interface designs, and accountability mechanisms
(Akinade et al., 2025, Ekeh, et al., 2025). Similarly, more research is needed on patient perceptions of privacy
and consent in the digital age. Understanding how different populations perceive data ownership, risk, and
trust can help tailor policies and communication strategies to enhance transparency and engagement.

Third, the review finds that emerging technologies such as artificial intelligence, machine learning, and
Internet of Things (IoT) devices are rapidly transforming healthcare, yet regulatory frameworks and risk
management practices have not kept pace.
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These technologies introduce new vulnerabilities, including algorithmic bias, data leakage from
interconnected devices, and opaque decision-making processes (Ogunboye et al., 2023, Ogundairo et al.,
2023). However, they are often deployed without comprehensive privacy impact assessments or integration
into organizational governance structures. This gap presents an urgent need for updated standards,
interdisciplinary research, and proactive policy development.

The implications of these findings are significant for policy and research. From a policy perspective, there
is a need for more cohesive, forward-looking regulatory frameworks that can adapt to technological change
and support secure, ethical innovation. Policymakers should prioritize the harmonization of international
privacy laws, the development of standardized consent mechanisms, and the enforcement of minimum
cybersecurity standards across all healthcare providers (Adepoju et al., 2022). Regulations must also be
sensitive to the needs of smaller institutions and include provisions for capacity building and financial support
to close the digital divide.

At the organizational level, healthcare institutions must move beyond compliance checklists and adopt a
culture of security and privacy. This includes investing in continuous risk assessments, adopting best practices
in cybersecurity, and embedding privacy by design principles into EHR systems. Institutions should also
engage patients as active stakeholders in their data stewardship, providing clear information about how their
data is used and offering tools for granular consent and access control (Adelodun & Anyanwu, 2025, Ogbeta,
Mbata & Udemezue, 2025).

From a research standpoint, there is a pressing need for interdisciplinary collaboration among
technologists, clinicians, ethicists, legal scholars, and social scientists. Research agendas should focus on
evaluating the real-world impact of security interventions, exploring the sociotechnical dimensions of privacy,
and developing scalable, privacy-preserving technologies. Efforts should also be made to build open-access
datasets and benchmarks that can facilitate comparative analysis and foster innovation in privacy-enhancing
solutions (Al Hasan, Matthew & Toriola, 2024, Bello et al., 2024, Olowe et al., 2024).

In conclusion, the systematic review provides a nuanced and comprehensive understanding of the security,
privacy, and compliance challenges in EHR systems. It reveals a landscape marked by technological progress
but constrained by uneven implementation, regulatory fragmentation, and persistent vulnerabilities (Akinade
et al., 2025, Ekeh et al., 2025). While significant strides have been made in developing safeguards and
establishing legal protections, critical gaps remain—particularly in the areas of consent, human factors,
empirical evaluation, and preparedness for emerging technologies. Addressing these challenges will require
coordinated efforts across policy, practice, and research. Only through sustained and inclusive collaboration
can we build a digital health ecosystem that truly protects patients while enabling the transformative potential
of electronic health records (Adepoju et al., 2024, Balogun et al., 2024, Okon, Zouo & Sobowale, 2024).

9. CONCLUSION

The systematic review of security, privacy, and compliance challenges in Electronic Health Records (EHRs)
underscores the immense value and complexity of safeguarding digital health information in a rapidly
evolving technological landscape. EHRs have transformed healthcare delivery by improving data
accessibility, enhancing care coordination, and enabling data-driven clinical decisions. However, they also
introduce significant risks related to cybersecurity, patient privacy, and regulatory compliance.
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The review highlights that while considerable progress has been made in implementing foundational
safeguards—such as encryption, access control, and multi-factor authentication—these measures are not
uniformly adopted or sufficient to counter the increasingly sophisticated threat landscape.

Key findings reveal that technical vulnerabilities, insider threats, and inadequate training continue to
contribute to data breaches and privacy violations. The growing use of third-party applications, mobile health
tools, and interconnected systems further complicates security management. Additionally, the limitations of
current anonymization techniques, fragmented regulatory frameworks, and outdated consent models hinder
effective data governance. Emerging technologies such as blockchain, federated learning, and real-time threat
intelligence offer promising pathways for strengthening EHR protection, yet their integration into clinical
practice and regulatory environments remains limited and uneven.

To address these challenges, the review recommends a multifaceted approach that combines
technological innovation, policy development, and cultural change. Future research should focus on real-world
evaluations of security measures, the behavioral dimensions of privacy practices, and the development of
scalable, privacy-preserving solutions. Greater attention must also be paid to understanding patient
expectations and building systems that support informed, meaningful consent. On the policy front, efforts
should prioritize harmonizing global data protection laws, simplifying compliance requirements, and
incentivizing best practices across healthcare settings.

In practice, healthcare organizations must move toward proactive, risk-based strategies that embed
security and privacy into the design of all health IT systems. This includes fostering a culture of cybersecurity
awareness, enhancing workforce training, and ensuring ongoing investment in advanced monitoring and
detection tools. Collaboration across sectors—combining the expertise of clinicians, technologists,
policymakers, and patients—is essential for building trust and resilience in the digital health ecosystem. As
EHRs continue to shape the future of healthcare, securing them must remain a foundational priority to ensure
that the benefits of digital innovation do not come at the expense of patient rights and data integrity.
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