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ABSTRACT 

Server less computing has gained significant popularity due to its flexibility, scalability, and cost-

effectiveness. However, the increased use of server less platforms has brought new challenges, 

particularly in the realm of network security. This review paper aims to explore the challenges that arise 

in ensuring network security within server less computing environments and to propose potential 

solutions to mitigate these challenges. The first challenge addressed in this review is the lack of visibility 

and control in server less environments. Traditional security tools and methodologies are not always 

applicable to server less architectures, resulting in limited visibility into the network and the services 

hosted. This lack of visibility can lead to vulnerabilities and potential security breaches. To address this 

challenge, the paper proposes the adoption of specialized security tools designed specifically for server 

less environments, as well as the implementation of comprehensive monitoring and logging mechanisms 

to gain insight into network activities. Another significant challenge is the secure communication 

between server less functions and external services. Server less applications often rely on a wide array 

of external APIs and services, which can introduce security risks if not properly managed. The paper 

explores the need for secure communication protocols, including the use of encryption and 

authentication mechanisms, to protect data in transit and ensure the integrity and confidentiality of 

network communications. Furthermore, the dynamic nature of server less environments introduces 

challenges related to secure code deployment and runtime security. Traditional security measures such 
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as network firewalls and intrusion detection systems may not adequately protect server less functions, 

which are ephemeral and often have short lifespans. This paper discusses the importance of 

implementing robust security practices during the development and deployment stages of server less 

applications, including secure coding techniques, vulnerability scanning, and runtime security controls. 

Additionally, the review addresses the challenge of securing sensitive data in server less environments. 

Data protection is a critical aspect of network security, and server less applications must adhere to 

stringent data privacy regulations. The paper explores the best practices for implementing data 

encryption, tokenization, and access control mechanisms to safeguard sensitive information within 

server less architectures. This review paper presents an in-depth analysis of the challenges posed by 

network security in server less computing and proposes a range of solutions to address these challenges. 

By understanding the unique security considerations of server less environments and implementing the 

recommended solutions, organizations can effectively enhance the network security posture of their 

server less applications. This paper aims to serve as a valuable resource for security professionals, 

researchers, and practitioners seeking to navigate the evolving landscape of server less computing while 

ensuring robust network security. 

 

Keywords: Challenges, Data protection, Encryption, Network security, Server-less computing, 

Solutions, Security tools 

 

 

 

1.  INTRODUCTION 

 

Server-less computing is a cloud computing model where the cloud provider manages the 

infrastructure, and users are billed based on actual usage rather than pre-allocated resources 

(Mohd Nazir. 2011; Baldini et al. 2017; Gowri et al. 2021). Servers are still involved, but users 

don’t need to worry about their management, allowing for a more scalable and cost-efficient 

approach to deploying applications (Reddy et al. 2011). The management of servers is 

abstracted away from the user, so they don’t need to worry about provisioning, scaling, or 

maintaining servers (Chase et al. 2001; Hamilton. 2007). However, servers are still utilized by 

the cloud provider to run the functions or services requested by the user (Christensen. 2009; 

Malik et al. 2018). The term “serverless” refers to the fact that users don’t need to directly 

manage servers; they only focus on deploying their code or functions, and the cloud provider 

handles the rest (Varia. 2010; Eismann et al. 2020). So, while the user doesn’t need to fix the 

number of servers, the cloud provider manages the infrastructure behind the scenes to 

accommodate the workload efficiently (Armbrust et al. 2009; Manvi and Shyam. 2014; Zanella 

et al. 2018). 

Serverless computing offers numerous benefits such as scalability, improved processing 

time, flexibility, cost savings, and faster time to market (Patros et al. 2021; Shaflei et al. 2022). 

However, it’s essential to recognize that along with these benefits, there are also challenges that 

organizations must address to fully leverage serverless computing (Van et al. 2018; Jonas et al. 

2019). These challenges may include managing dependencies between functions, dealing with 

vendor lock-in, ensuring security and compliance, monitoring and debugging in a distributed 

environment, and optimizing costs effectively (Castro et al. 2023). 

Network security is a major concern in serverless computing, encompassing the security 

of connected devices, users, and data transmission (Nastic and Dustdar. 2018; Candel et al. 

2022). With serverless architectures relying heavily on network communication between 

various components, ensuring the confidentiality, integrity, and availability of data becomes 
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paramount (Cassel et al. 2022; Ahmad et al. 2024). Challenges may include securing 

communication channels, protecting against malicious actors, implementing access controls, 

encrypting sensitive data, and maintaining compliance with regulatory requirements (Naranjo 

Rico et al. 2018; Tabrizchi and Kuchaki Rafsanjani. 2020).  

Our review study aims to provide insights into the challenges surrounding network security in 

serverless computing and propose solutions to address them. Limiting access to the network is 

indeed a fundamental step in mitigating security risks and protecting against unauthorized 

access (Glaessner et al. 2002; Pfleeger and Pfleeger. 2012; Kitchin and Dodge. 2020). 

Implementing stringent access controls, such as role-based access control (RBAC), network 

segmentation, and least privilege principles, can help fortify the serverless environment against 

potential threats (Pal. 2022; Olaoye and Luz. 2024). Additionally, leveraging encryption 

techniques, implementing robust authentication mechanisms like multi-factor authentication 

(MFA), and regularly updating security policies and protocols can further enhance network 

security in serverless computing (Haber et al. 2022; Ali. 2023). 

Implementing security systems like two-factor authentication (2FA) adds an extra layer of 

protection to serverless computing environments (Costa and Hodun. 2021; Catalfamo. 2023). 

With 2FA, even if an unauthorized individual or device manages to obtain login credentials, 

they would still need an additional verification method, such as a one-time password sent to a 

registered mobile device, to gain access (Mannan and Oorschot. 2011; Aravindhan and 

Karthiga. 2013; Chowhan and Tanwar. 2019). This significantly reduces the risk of 

unauthorized access and enhances the overall security posture of the network, safeguarding 

personal and sensitive information from potential threats (Farahmand et al. 2005; Mughal. 

2018). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Server-less Computing 

 

 

2.  PROBLEM DEFINITION 

 

The problem at hand revolves around ensuring network security within serverless 

computing environments (Jangda et al. 2019; Sankaran et al. 2020). Specifically, the challenge 
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is to protect connected devices, users, and data transmission against unauthorized access and 

malicious threats (Samaila et al. 2018). This includes addressing vulnerabilities in 

communication channels, implementing access controls, encrypting sensitive data, and 

maintaining compliance with regulatory requirements (Yaqoob et al. 2019; Kumar and Goyal. 

2019). The goal is to develop effective solutions that mitigate these security risks and safeguard 

the integrity, confidentiality, and availability of data in serverless deployments. The problem 

statement highlights the significance of serverless computing within cloud infrastructure due to 

its reliability and cost-effectiveness, particularly for large-scale projects (Jonas et al. 2019; 

Christidis et al. 2020).  

However, the main challenge lies in ensuring robust network security within serverless 

environments. These challenges include protecting against unauthorized access, securing data 

transmission, and addressing vulnerabilities in network infrastructure. They can solve this 

problem to reduce their challenges. 

 

 

Figure 2. Server-less computing architecture in cloud network 

 

 

2. 1. Limited Visibility and Control 
 

One of the significant challenges in serverless computing is limited visibility and control 

over the underlying infrastructure (Kelly et al. 2020; Baresi and Quattrocchi. 2021). Unlike 

traditional environments where users have direct access to servers and resources, serverless 

platforms abstract away much of the infrastructure, making it challenging to monitor and 

manage (Zhang et al. 2021; Javed et al. 2022). This lack of visibility can hinder security 

monitoring, threat detection, and performance optimization efforts. Additionally, limited 

control over security configurations and policies may lead to compliance issues and increased 
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vulnerability to cyber threats (Pearce et al. 2013; Sobb et al. 2020; Vielberth et al. 2020). Loss 

of control and limited visibility are persistent challenges in serverless computing (Alpernas et 

al. 2018; Aditya et al. 2019). With serverless architectures abstracting away much of the 

underlying infrastructure, users often have minimal control over the execution environment and 

limited visibility into how their code is executed (Shahrad et al. 2019; Mampage et al. 2022). 

This can make it difficult to monitor performance, debug issues, and enforce security 

policies effectively (Basak. Et al. 2016). Overcoming these challenges requires implementing 

comprehensive monitoring and logging solutions, adopting robust security measures, and 

collaborating closely with cloud service providers to improve transparency and control over 

serverless deployments (Ouyang et al. 2023). The shift in security paradigms from traditional 

approaches, where administrators have direct access to systems, to the challenges posed by 

serverless computing’s lack of insight and traditional networking controls (Olaoye and Luz. 

2024). In serverless environments, unauthorized access can occur due to limited visibility and 

control over the underlying infrastructure (Podjarny and Tal. 2019; Gjerdrum. 2020). These 

challenges underscore the importance of implementing robust monitoring systems and 

enhancing security measures to mitigate risks effectively. 

 

2. 2. Insecure Dependencies 

Another critical challenge in serverless computing is insecure dependencies (Mateus-

Coelho and Cruz-Cunha. 2022). With serverless architectures, applications often rely on 

various third-party services, libraries, and APIs to perform specific functions (Chopra and 

Singh. 2021; Hasan et al. 2021). However, these dependencies may introduce vulnerabilities, 

such as outdated software versions, insecure configurations, or potential exploits (Candel et al. 

2022). As a result, attackers can exploit these vulnerabilities to compromise the security of the 

entire application or access sensitive data (Singaravelu et al. 2006). To address insecure 

dependencies, organizations must regularly audit and update dependencies, enforce strict 

security policies, conduct thorough vulnerability assessments, and implement measures such as 

code signing and dependency integrity checks. The challenge of insecure dependencies in 

serverless applications, emphasizing the potential pathways they create for unauthorized access 

to networks and data (Candel et al. 2022). To address this challenge, organizations must 

implement effective measures to control and secure third-party libraries. This includes 

continuous monitoring and updating of dependencies to patch known vulnerabilities and 

mitigate security threats effectively. By proactively managing dependencies and implementing 

stringent security measures, organizations can reduce the risk of unauthorized access and 

enhance the overall security posture of their serverless applications. 

 

2. 3. Cold Start Attacks 
 

Another significant challenge in serverless computing is cold start attacks. Cold start 

refers to the delay experienced when a serverless function is invoked for the first time or after 

being idle for a certain period (Vahidinia et al. 2020; Ristov et al. 2022). During this time, the 

cloud provider needs to allocate resources and initialize the function, resulting in increased 

latency (Gouareb et al. 2018). Attackers can exploit this delay by repeatedly invoking functions 

to cause disruption or degrade performance, leading to denial-of-service (DoS) attacks (Aaad 

et al. 2008; Pascoal et al. 2020). To mitigate cold start attacks, organizations can implement 

strategies such as pre-warming functions, optimizing code for faster execution, and leveraging 
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caching mechanisms to reduce latency. Additionally, implementing rate limiting and 

monitoring for anomalous behavior can help detect and mitigate suspicious activity associated 

with cold start attacks. The challenge of cold start in serverless computing, which poses security 

concerns due to the window of vulnerability it creates for attackers to gain access to data. 

Traditional security measures may not effectively address this challenge, underscoring the need 

for innovative solutions. To mitigate the risks associated with cold start attacks, organizations 

must develop strategies to reduce cold start times without sacrificing security. Implementing 

security measures directly within serverless applications can help reduce the impact of these 

risks. By overcoming these challenges and implementing solutions to minimize external access 

during the cold start phase, organizations can enhance the reliability and security of their 

serverless computing systems. 

 

2. 4. Data Privacy and Resilience: 
 

Data privacy and resilience are crucial aspects of serverless computing, and they present 

significant challenges for organizations. Data Privacy With serverless computing, data is often 

processed and stored in distributed environments, raising concerns about data privacy and 

compliance with regulations such as GDPR or HIPAA (Sing and Kolluri. 2021). Ensuring that 

sensitive data is adequately protected, encrypted both in transit and at rest, and accessed only 

by authorized users or functions is essential (Vegesna. 2019). Organizations must also 

implement robust access controls, audit trails, and data anonymization techniques to mitigate 

privacy risks effectively (Rubinstein and Hartzog. 2016). Serverless applications are distributed 

across multiple services and data centers, increasing their complexity and susceptibility to 

failures (Wen et al. 2023).  

 

 

Figure 3. Server-less Security in Cloud Network 
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Ensuring resilience in serverless computing involves designing applications with fault 

tolerance in mind, implementing automatic scaling mechanisms, and leveraging redundant 

storage and compute resources (Solaiman. 2023). Additionally, organizations must conduct 

thorough testing, implement disaster recovery plans, and monitor performance metrics to detect 

and mitigate issues promptly (Lannurien et al. 2023). The significant challenge of maintaining 

data privacy and reliability in serverless computing environments, particularly when processing 

sensitive data. The risk of data loss or corruption can deter organizations from fully leveraging 

serverless systems (Chostak. 2020; Gill et al. 2022). To address this challenge, organizations 

must adopt a nuanced approach to data management, incorporating strong encryption, access 

controls, and robust security measures to safeguard sensitive data. Additionally, implementing 

effective backup strategies and disaster recovery plans can help mitigate the risk of data loss or 

corruption (Zobaed and Salehi. 2023). Striking a balance between data privacy and the benefits 

of serverless computing is essential, requiring careful consideration of security measures and 

compliance requirements to ensure the integrity and confidentiality of data while harnessing 

the advantages of serverless technology (Rawal et al. 2023; Zobaed and Salehi. 2023). 

 

2. 5. Injection Attacks and Isolation 
 

Injection attacks and isolation are significant challenges in serverless computing 

environments (Dutta et al. 2020). Injection Attacks just like in traditional environments, 

serverless applications are susceptible to injection attacks such as SQL injection, NoSQL 

injection, and command injection (Rinta-Jaskari. 2021; Pusuluri. 2022). Attackers may exploit 

vulnerabilities in input validation or inadequate security configurations to execute malicious 

code or gain unauthorized access to data (Papp et al. 2015; Aslan et al. 2023). To mitigate 

injection attacks, organizations must implement robust input validation, parameterized queries, 

and secure coding practices (Mitropoulos and Spinellis. 2017). Additionally, leveraging 

security mechanisms provided by cloud service providers, such as Web Application Firewall 

(WAF) and Runtime Application Self-Protection (RASP), can help detect and prevent injection 

attacks in serverless environments (Qazi. 2022). Serverless platforms rely on shared 

infrastructure and multi-tenant environments, raising concerns about isolation between 

functions and potential security risks (Sabbioni. 2023). Inadequate isolation may allow 

attackers to execute unauthorized actions or access sensitive data belonging to other users or 

functions (Ullah et al. 2018). To address isolation challenges, cloud service providers 

implement strong isolation mechanisms, such as containerization and virtualization, to ensure 

that each function operates within its own secure environment. Organizations should also 

implement least privilege principles, enforce strict access controls, and regularly audit 

permissions to mitigate the risk of unauthorized access or data leakage due to insufficient 

isolation (Silowash et al. 2012; Patwary et al. 2020). The isolation challenges inherent in 

serverless computing environments, particularly the potential for injection attacks due to shared 

runtime systems (Agache et al. 2020). These challenges can indeed provide attackers with 

opportunities to gain unauthorized access to sensitive data or execute malicious code (Morrow. 

2012; Poeplau et al. 2014). To mitigate these risks, organizations must implement robust 

runtime protection mechanisms and isolation strategies (Sailer et al. 2005). This includes 

leveraging security features provided by cloud service providers, implementing strong access 

controls, and continuously monitoring for suspicious activity to detect and respond to attacks 

early (Patel et al. 2013). Balancing security requirements with the efficiency and scalability 
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benefits of serverless architectures presents a significant challenge (Garcia-Lopez et al. 2019). 

However, organizations can achieve this balance by adopting a multi-layered security approach, 

incorporating proactive security measures into the development lifecycle, and continuously 

assessing and updating security controls. By prioritizing security and investing in 

comprehensive security measures, organizations can create a safe and reliable serverless 

computing environment, ensuring the integrity and availability of their applications and data. 

 

2. 6. Resource Exhaustion and Denial-of-Service (DoS) 

Resource exhaustion and denial-of-service (DoS) attacks are critical challenges in 

serverless computing environments (Shen et al. 2022). Serverless platforms allocate resources 

dynamically based on demand (Enes et al. 2020). However, malicious actors can exploit this 

flexibility by triggering numerous function invocations or executing computationally intensive 

tasks, leading to resource exhaustion (Papadopoulos et al. 2018). This can result in degraded 

performance or unavailability of services for legitimate users. To mitigate resource exhaustion 

attacks, organizations must implement rate limiting, concurrency controls, and auto-scaling 

policies to ensure fair resource allocation and prevent excessive usage by malicious actors 

(Kelly. 2023). Similar to traditional environments, serverless applications are vulnerable to DoS 

attacks, where attackers overwhelm the system with a flood of requests, causing disruption or 

downtime (Haber et al. 2022).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. Denial-of-service (DoS) attack 

 

 

Attackers may target specific functions or APIs, exploiting vulnerabilities in input 

validation or resource management to exhaust system resources (Ariffin et al. 2020). To 

mitigate DoS attacks, organizations must implement robust throttling mechanisms, request 

validation, and traffic shaping to detect and mitigate abnormal traffic patterns effectively 

(Prasad et al. 2014; Rios et al. 2022). Additionally, leveraging distributed denial-of-service 

(DDoS) protection services provided by cloud service providers can help mitigate large-scale 
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attacks and ensure service availability (Bonguet and Bellaiche. 2017). The challenges related 

to resource exhaustion and denial-of-service (DoS) attacks in serverless computing 

environments, particularly due to the dynamic scaling of resources (Li et al. 2022). Malicious 

actors may attempt to overwhelm or manipulate the serverless system, leading to degraded 

performance or service unavailability (Zheng. 2020; Vs et al. 2023). To address these 

challenges, organizations must implement proactive measures such as effective rate limiting 

and strategic utilization of auto-scaling features. By optimizing resource allocation and 

enhancing responsiveness, organizations can defend their serverless systems against 

unauthorized access and maintain strong performance, even in the face of malicious attempts 

by attackers to exploit the dynamic scaling model of serverless computing. 

 

✓ Introduction to Serverless Computing 

Serverless computing is a cloud computing model where cloud providers manage the 

underlying infrastructure and dynamically allocate resources to execute code in response to 

events or requests (McGrath and Brenner. 2017). Unlike traditional server-based architectures, 

serverless computing abstracts away the complexity of managing servers, allowing developers 

to focus solely on writing and deploying code (Aditya et al. 2019; Mondal et al. 2022). In this 

model, applications are broken down into smaller, independent functions that are triggered by 

specific events, such as HTTP requests, database changes, or file uploads (Mondal et al. 2022; 

Mallick and Nath. 2024). One of the key features of serverless computing is its scalability 

(Jangda et al. 2019). With serverless architectures, resources are automatically scaled up or 

down based on demand, allowing applications to handle varying workloads efficiently without 

the need for manual intervention (Lynn et al. 2017)7y32. This elasticity enables organizations 

to optimize costs by only paying for the resources consumed during execution, rather than 

maintaining idle servers (Genaud and Gossa. 2011). Additionally, serverless computing 

promotes agility and rapid development cycles (Makani. 2023). Developers can quickly deploy 

code updates or new features without worrying about provisioning or managing infrastructure 

(Makani. 2023). This agility accelerates time-to-market and facilitates iterative development 

practices, enabling organizations to respond swiftly to changing business requirements 

(Makani. 2023). 

The application of serverless computing in the context of the Internet of Things (IoT) 

(Cassel et al. 2022). By leveraging serverless computing, IoT solutions can seamlessly operate 

across cloud, fog, and edge layers (Cassel. 2022). This approach allows for the integration of 

critical functions at the fog and edge layers to benefit from low-latency responses, while heavier 

processing tasks can be offloaded to the cloud to handle large volumes of data generated by IoT 

sensors (Cicconetti et al. 2020). Serverless computing’s pay-as-you-go model aligns well with 

the variable workloads and resource requirements typical in IoT deployments (Lannurien et al. 

2023). By dynamically allocating resources based on demand, serverless computing enables 

efficient utilization of computing resources across different layers of the IoT architecture. This 

flexibility and scalability contribute to the optimization of IoT solutions, allowing organizations 

to effectively manage data processing and latency requirements while minimizing costs 

(Tolosana-Calasanz. 2021).  

Overall, the integration of serverless computing into IoT architectures offers significant 

advantages in terms of scalability, flexibility, and cost-effectiveness, enabling organizations to 

build robust and efficient IoT solutions that meet the demands of diverse use cases and 

deployment environments (Patros et al. 2021). 
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Serverless computing is indeed gaining popularity due to its simplicity of management 

and lightweight nature (Barcelona-Pons et al. 2022). By reducing the granularity of the 

computing unit to individual functions, serverless computing allows users to focus solely on 

writing and deploying code without worrying about underlying infrastructure management, 

such as provisioning servers or scaling resources (Shaflei et al. 2022). This abstraction of 

infrastructure complexities enables developers to concentrate on building applications and 

services, rather than dealing with scheduling or management tasks typically handled by the 

platform provider (Hilley. 2009). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5. Introduction to Server-less Computing 

 

 

Furthermore, serverless computing is expected to play a significant role in future cloud 

platforms, as it offers several advantages over traditional approaches (Brown et al. 2005). These 

advantages include improved scalability, cost-effectiveness, and faster time-to-market for 

applications (Patidar et al. 2011). By leveraging serverless computing, organizations can 

optimize resource utilization, reduce operational overhead, and rapidly iterate on development 

cycles, ultimately driving innovation and competitiveness in the cloud ecosystem (Lannurien 

et al. 2023). 

Overall, the simplicity and lightweight nature of serverless computing, combined with its 

potential to revolutionize cloud platforms, make it a compelling choice for modern application 

development and deployment. As organizations continue to adopt and harness the benefits of 

serverless computing, it is likely to become increasingly dominant in the future cloud landscape. 

 

✓ Security Challenges in Serverless Computing 

Security challenges in serverless computing arise due to the dynamic and distributed 

nature of the environment (O’Meara and Lennon. 2020; Mampage et al. 2021).  Serverless 

functions are susceptible to injection attacks such as SQL injection, NoSQL injection, and 

command injection (Ngo et al. 2020). Attackers may exploit vulnerabilities in input handling 

to execute malicious code or access sensitive data (Poeplau et al. 2014). Serverless applications 

often rely on third-party libraries and services, which may introduce vulnerabilities (Polinsky 
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et al. 2021). Insecure dependencies can lead to security breaches if attackers exploit 

vulnerabilities in these libraries or services (Decan et al. 2018). Serverless environments 

abstract away much of the underlying infrastructure, leading to limited visibility and control 

(Baresi and Quattrocchi. 2021). This makes it challenging to monitor and secure the 

environment effectively (Mushtaq et al. 2017). Serverless applications may process and store 

sensitive data, raising concerns about data privacy and compliance (Golec et al. 2021). Ensuring 

data privacy requires robust encryption, access controls, and compliance measures (Duggineni. 

2023). Cold start refers to the delay experienced when a serverless function is invoked for the 

first time (Ristov et al. 20220. Attackers may exploit this delay to launch attacks, such as denial-

of-service (DoS) attacks, during the cold start phase (Huseinovic et al. 2020). Serverless 

platforms dynamically allocate resources based on demand. Attackers may attempt to exhaust 

resources by triggering numerous function invocations, leading to resource exhaustion and 

denial-of-service (DoS) attacks (Ortega-Fernandez and Liberati. 2023).  

Cold start attacks indeed pose a significant challenge in serverless computing 

environments, as the delay in initializing resources can be exploited by attackers (Ortega-

Fernandez and Liberati. 2023). This delay, known as cold start, occurs when serverless 

functions are invoked after being idle, resulting in increased response times and potential 

performance degradation. Inadequate authorization and authentication are indeed critical areas 

for improvement in serverless computing, given the challenges associated with limited control 

over infrastructure visibility and reliance on cloud providers for security measures (Silverman. 

2008). Fragmented application boundaries in serverless environments can exacerbate security 

issues, making it essential to implement robust authentication and authorization mechanisms to 

protect code and data (Aslanpour et al. 2021). Data at rest and in transit are indeed significant 

security concerns in serverless computing environments (Xiong et al. 2021).  

Data at rest refers to data that is stored in persistent storage, while data in transit refers to 

data being transferred between systems or over a network. Both types of data face various 

security challenges that can impact the confidentiality, integrity, and availability of the data 

(Xiong et al. 2021). Ransom-ware attacks targeting data at rest can encrypt sensitive 

information, rendering it inaccessible and unusable until a ransom is paid. These attacks pose a 

severe threat to data security and can disrupt operations and cause financial losses for 

organizations. Data breaches are another critical concern, where malicious attackers gain 

unauthorized access to stored data and may exfiltration or leak sensitive information. Weak 

access controls, inadequate encryption, and vulnerabilities in storage systems can all contribute 

to data breaches in serverless computing environments (Aurangzeb et al. 2017).  

Excessive or unauthorized access to data at rest can also lead to security risks, as it 

increases the likelihood of data exposure and misuse (Mughal. 2019). Organizations must 

implement robust access controls, encryption mechanisms, and monitoring solutions to protect 

data at rest and mitigate the risk of unauthorized access and data breaches. Shared resources 

and multi-tenancy indeed introduce security challenges in serverless computing (Pearson and 

Benameur. 2010). In a multi-tenant serverless platform, multiple users or tenants share the same 

resources, such as computing resources, storage, and networking infrastructure (Narasayya and 

VChaudhuri. 2021).  

While each user has access to their own resources and data, the shared environment 

increases the risk of security breaches and data leakage between tenants. The aspects of resource 

sharing in serverless computing, particularly in multi-tenant environments, presents a 

significant threat of hacking.  
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Attackers may exploit vulnerabilities in shared resources to gain unauthorized access to 

sensitive data or compromise the security of other tenants’ applications. Despite the 

implementation of encryption and other security measures, multi-tenant environments remain 

vulnerable to attacks if not properly secured (Adeniyi et al. 2022). In response to these security 

challenges, researchers have proposed innovative solutions such as the MXFaaS serverless 

computing platform. MXFaaS aims to provide a secure and efficient multi-tenant environment 

by implementing advanced security features and improving efficiency levels. By leveraging 

techniques such as isolation, access controls, and encryption, MXFaaS seeks to mitigate the 

risks associated with multi-tenancy and enhance the security posture of serverless computing 

platforms (Stojkovic et al. 2023).  

Dependency security is indeed a major concern in serverless computing, particularly with 

the reliance on third-party dependencies. Serverless platforms dynamically allocate resources 

based on user demand, leading to a complex deployment environment where various cloud 

services and dependencies need to be managed. The use of third-party dependencies introduces 

security risks, as vulnerabilities in these dependencies can be exploited by attackers to 

compromise the security of serverless applications (Koschel et al. 2021). Additionally, the 

dynamic nature of serverless computing further complicates dependency management, making 

it challenging to track and update dependencies effectively (Wen et al. 2023). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6. Threats in Serverless Computing 

 

 

The shortcomings of serverless platforms in addressing dependency security issues and 

emphasized the need for proper security solutions. These solutions may include implementing 

robust vulnerability scanning and management processes, conducting regular security 

assessments of third-party dependencies, and enforcing secure coding practices to mitigate the 

risk of vulnerabilities introduced by dependencies (Kumari et al. 2023). Overall, addressing 

dependency security in serverless computing requires proactive measures to identify, assess, 
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and mitigate security risks associated with third-party dependencies. By implementing proper 

security solutions and practices, organizations can enhance the security posture of their 

serverless applications and mitigate the risk of exploitation due to dependency vulnerabilities. 

 

✓ Solutions to Security Challenges: 

 

Figure 7. Solution in Security Challenges in Server-less computing 

 

 

Implement strong authentication mechanisms, such as OAuth or JWT, to verify the 

identity of users and services accessing serverless functions (Padma and Srinivasan. 2023). 

Enforce fine-grained access controls to ensure that only authorized entities can invoke functions 

and access resources (Damiani et al. 2002). Encrypt data at rest and in transit to protect sensitive 

information from unauthorized access. Utilize encryption techniques such as SSL/TLS for data 

in transit and encryption algorithms like AES for data at rest (Mustafa et al. 2018). Follow 

secure coding practices to mitigate common vulnerabilities such as injection attacks, cross-site 

scripting (XSS), and insecure deserialization. Use input validation, parameterized queries, and 

output encoding to prevent injection attacks (Nadji et al. 2009). Implement robust monitoring 

and logging solutions to detect and respond to security incidents in real-time (Pan et al. 2019). 

 Monitor function invocations, resource usage, and access logs to identify anomalous behavior 

and potential security threats (Berlin et al. 2015).  

Regularly audit and update third-party dependencies to patch vulnerabilities and mitigate 

security risks. Use dependency management tools and vulnerability scanners to identify and 

remediate vulnerabilities in dependencies (Cobieigh et al. 2018). Implement strong isolation 

mechanisms to prevent unauthorized access between serverless functions and resources. Use 

containerization or virtualization to isolate functions and enforce least privilege access controls 

(Ahmadi. 2024). Implement secure deployment pipelines to automate the deployment of 

serverless applications while adhering to security best practices. Use infrastructure-as-code 

(IaC) tools such as Terraform or AWS CloudFormation to define and provision serverless 

resources securely (Boscain. 2023).  
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Develop incident response and disaster recovery plans to quickly respond to security 

incidents and minimize their impact. Regularly test and update these plans to ensure their 

effectiveness in mitigating security threats (Scarfone et al. 2008). 

 

Figure 8. Single-Tenant vs Multi-Tenant 

 

 

To mitigate security issues in serverless computing, including cold-start attacks, proper 

mitigation measures are crucial. Implementing full memory encryption helps reduce the risk of 

data exposure during cold-start attacks. By encrypting the entire memory, including code, data, 

and encryption keys, organizations can prevent attackers from extracting sensitive information 

even if they gain access to the physical memory. Preventing the serverless environment from 

entering sleep mode eliminates the opportunity for attackers to exploit cold-boot attacks 

(Halderman et al. 2009; Simmons. 2011). 

By disabling sleep capabilities, organizations can ensure that the system remains active 

and responsive at all times, reducing the risk of unauthorized access during idle periods. 

Implementing IAM (Identity and Access Management) and following the Least Privilege 

Principle are indeed effective strategies to address authorization and authentication issues in 

serverless computing. IAM allows organizations to manage user identities and their access to 

resources in the serverless environment. By defining roles, policies, and permissions, IAM 

ensures that only authorized users can invoke functions and access resources. IAM enables 

centralized control over user access, simplifying the management of permissions and reducing 

the risk of unauthorized access (Drame-Maigne et al. 2021; Sabbioni et al. 2022).  

The Least Privilege Principle restricts user privileges to the minimum necessary for 

performing their tasks. By granting users access only to the resources and data they need, 

organizations can minimize the risk of unauthorized access and data breaches. This principle 

reduces the attack surface and limits the potential impact of security incidents. Implementing 

time-limited privileges ensures that users can access sensitive information only for a limited 
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duration. By setting expiration times on access credentials or tokens, organizations can mitigate 

the risk of unauthorized access and enhance security. Time-limited privileges reduce the 

window of opportunity for attackers to exploit compromised credentials. Implementing 

encryption practices is indeed a crucial strategy for mitigating data security issues in serverless 

computing environments (Patross et al. 2021).  

By encrypting data at rest and in transit, organizations can protect sensitive information 

from unauthorized access and ensure its confidentiality and integrity. Encrypting data at rest 

ensures that stored data remains protected even if unauthorized access occurs. By encrypting 

data using strong encryption algorithms and securely managing encryption keys, organizations 

can prevent unauthorized access and maintain data confidentiality. Encrypting data in transit 

protects information as it moves between different components of the serverless environment. 

Transport encryption, implemented using protocols like TLS/SSL, ensures that data exchanged 

between serverless functions, databases, and other services is secure and cannot be intercepted 

or tampered with by attackers (Shin et al. 2020).  

Attribute-Based Encryption (ABE) allows organizations to enforce fine-grained access 

controls based on specific attributes or policies (Goyal et al. 2006). By encrypting data with 

attributes that define access permissions, organizations can ensure that only authorized users or 

entities can access sensitive information. ABE enhances security by limiting access to data 

based on predefined criteria, such as user roles, attributes, or organizational policies. 

Developing efficient and secure access control systems, as mentioned by the researchers, is 

essential for ensuring data security in serverless computing environments. By implementing 

access control mechanisms that leverage attribute-based encryption and other security 

techniques, organizations can enforce granular access controls and protect sensitive data from 

unauthorized access (Goyal et al. 2006).  

Implementing proper multi-tenancy security measures is indeed crucial for ensuring the 

security of serverless computing environments. The multi-tenant security model enables 

organizations to efficiently share resources while maintaining isolation and security between 

tenants (Gulati and Gupta. 2012). Implement resource allocation and segregation strategies to 

ensure that each tenant has access to the resources they need while maintaining isolation 

between tenants. Utilize techniques such as virtualization, containerization, and resource quotas 

to allocate and segregate resources securely (Rodriguez and Buyya. 2019).  

Adopt a multi-tenant security model that defines roles, permissions, and access controls 

for each tenant. Ensure that tenants can only access their own resources and data, preventing 

unauthorized access and data leakage between tenants. Determine the appropriate degree of 

multi-tenancy based on the organization’s requirements and security considerations. High, 

middle, and low degrees of multi-tenancy offer varying levels of isolation and resource sharing, 

allowing organizations to balance security and efficiency based on their needs. Recognize the 

benefits of multi-tenancy, such as effective resource usage, easier deployment, and optimized 

billing (Gulati and Gupta. 2012).  

By leveraging multi-tenancy, organizations can maximize resource utilization, streamline 

application deployment, and reduce costs while maintaining security and isolation between 

tenants. Continuously maintain and optimize the multi-tenant security model to address 

evolving security threats and ensure the effectiveness of security measures (Gulati and Gupta. 

2012). Regularly review and update access controls, audit logs, and security configurations to 

mitigate potential security risks and vulnerabilities (Stamp et al. 2003). 



World Scientific News 193(1) (2024) 1-45 

 

 

-16- 

 Leveraging real-time monitoring tools and anomaly detection techniques can 

significantly enhance monitoring solutions in serverless computing environments (Omotunde 

and Ahmed. 2023).  

Additionally, Cloud Security Posture Management (CSPM) plays a crucial role in 

improving the security posture of serverless platforms. CSPM enables organizations to identify 

security issues, vulnerabilities, and misconfigurations in their serverless environments (Olaoye 

and Luz. 2024). By continuously monitoring the configuration settings and security controls, 

CSPM tools can alert organizations to potential security risks and help them take proactive 

measures to mitigate these risks. CSPM provides automated remediation capabilities, allowing 

organizations to address security issues and misconfigurations in real-time. By automatically 

enforcing security policies and applying remediation actions, CSPM tools help organizations 

maintain a strong security posture and reduce the risk of security breaches. CSPM helps 

organizations ensure compliance with industry regulations and security standards by providing 

visibility into their cloud infrastructure’s security posture. CSPM tools offer features for 

tracking compliance requirements, generating compliance reports, and implementing controls 

to maintain compliance with regulatory frameworks. CSPM tools assess and identify security 

risks in serverless environments, helping organizations prioritize and address the most critical 

security issues (Olaoye and Luz. 2024).  

By conducting risk assessments and vulnerability scans, CSPM tools enable organizations 

to proactively mitigate security risks and enhance their overall security posture. CSPM provides 

real-time monitoring capabilities, allowing organizations to detect and respond to security 

threats as they occur. By monitoring serverless infrastructure for suspicious activity and 

anomalous behavior, CSPM tools help organizations identify and mitigate security incidents in 

real-time. CSPM tools can help organizations optimize costs by identifying inefficient resource 

usage, unused resources, and opportunities for resource consolidation. By optimizing resource 

utilization and minimizing unnecessary expenses, CSPM tools help organizations reduce their 

cloud infrastructure costs while maintaining security. Overall, CSPM plays a crucial role in 

improving the security, governance, compliance, and cost optimization of serverless platforms. 

By leveraging CSPM tools and practices, organizations can enhance their security posture, 

mitigate risks, and ensure the integrity and availability of their serverless applications and data 

(Haber et al. 2022). 

 

✓ Serverless Security Tools and Technologies: 

Platforms specifically designed for securing serverless applications offer comprehensive 

security features, including vulnerability scanning, runtime protection, access control, and 

threat detection (Podjarny and Tal. 2019). Examples include PureSec, Protego, and Stackery. 

Cloud Security Posture Management (CSPM) tools provide capabilities for assessing, 

managing, and improving the security posture of cloud environments, including serverless 

platforms. These tools offer features such as configuration auditing, compliance monitoring, 

and risk assessment. Examples include CloudGuard by Check Point and Cloud Conformity. 

Some security tools are tailored specifically for serverless environments, offering 

functionalities such as static code analysis, dependency scanning, and runtime monitoring. 

Examples include OWASP Serverless Top 10, Serverless Security by Sqreen, and Serverless 

Security Scanner by PureSec. Runtime Application Self-Protection (RASP) tools offer runtime 

protection for serverless applications by monitoring and mitigating security threats in real-time 

(Ang’udi. 2023; Olaoye and Luz. 2024).  
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These tools can detect and prevent attacks such as injection, tampering, and unauthorized 

access (Alwan and Younis. 2017). Examples include Signal Sciences and RASP by Check 

Point. Log management and Security Information and Event Management (SIEM) tools help 

organizations collect, analyze, and correlate logs and security events from serverless 

environments. These tools provide visibility into activity and help detect and respond to security 

incidents. Examples include Splunk, ELK Stack (Elasticsearch, Logstash, Kibana), and Sumo 

Logic (Tuyishime. 2023). Securely managing secrets and sensitive information, such as API 

keys and access tokens, is crucial in serverless environments. Secrets management solutions 

help organizations store, rotate, and access secrets securely. Examples include HashiCorp 

Vault, AWS Secrets Manager, and Azure Key Vault (Jegan et al. 2020). CI/CD pipelines play 

a critical role in deploying serverless applications. Security tools integrated into CI/CD 

pipelines help automate security testing, vulnerability scanning, and compliance checks 

throughout the development lifecycle. Examples include Snyk, SonarQube, and GitLab CI/CD 

(Orazi et al. 2020). Subscribing to threat intelligence feeds tailored for serverless environments 

can provide organizations with insights into emerging threats and vulnerabilities relevant to 

their serverless applications. Examples include threat intelligence feeds provided by security 

vendors and industry organizations. Shifting the focus of application security to individual 

functions within a serverless application is indeed a key aspect of serverless security (Efterpi. 

2020).  

 

 

Figure 9. Server-less Security Practices 

 

 

By adopting a function-centric security approach, organizations can implement least 

privileged access control and proper application hardening, thereby enhancing their overall 

security posture. By securing individual functions and limiting their permissions to only what 

is necessary, organizations can reduce the attack surface and mitigate the risk of unauthorized 

access. Each function operates within its own security context, ensuring that it can only access 
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the resources and data required for its intended purpose. Applying security controls and best 

practices at the function level helps harden the application against potential vulnerabilities and 

attacks. This includes implementing input validation, output encoding, and other security 

measures to prevent common exploits such as injection attacks and cross-site scripting (XSS) 

(Gupta and Gupta. 2017). 

Adopting a function-centric security approach helps organizations maintain compliance 

with regulatory requirements and industry standards. By ensuring that each function adheres to 

security policies and guidelines, organizations can demonstrate a strong security posture and 

reduce the risk of compliance violations (Humphreys. 2008). Amazon's introduction of AWS 

Lambda in 2014 marked the beginning of serverless computing, and since then, many other 

providers have entered the market with their own secure serverless computing services (Jonas 

et al. 2019). These providers offer various security features and capabilities to help 

organizations protect their serverless applications and data effectively. The multifaceted nature 

of serverless computing, which encompasses various security aspects within cloud, mobile, and 

application environments (Nastic and Dustdar. 2018). Serverless computing offers improved 

security measures compared to raditional architectures due to its stateless and ephemeral nature 

(Shaflei et al. 2022). Serverless functions, such as those provided by AWS Lambda, operate 

without persistent state or memory (Malawski et al. 2020). This limits the attack surface and 

reduces the risk of long-term security attacks, as functions are terminated after execution and 

do not retain sensitive data (Saad et al. 2020).  

Serverless functions are ephemeral, meaning they have short lifespans and are disposed of after 

execution (Guo et al. 2022). This ephemeral nature reduces the exposure window for potential 

security threats and minimizes the impact of compromised functions. The stateless and 

ephemeral nature of serverless computing simplifies security management and enforcement. 

Organizations can focus on securing individual functions and implementing security measures 

at the function level, leading to improved overall security (Hobday and Dancer. 2013).   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 10. Server-less Security Using the Shared Model 
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Serverless platforms automatically scale resources in response to demand, providing 

dynamic scalability without sacrificing security (Mampage et al. 2021). This flexibility enables 

organizations to efficiently allocate resources while maintaining a secure environment. Overall, 

serverless computing offers inherent security advantages, including statelessness, ephemeral 

nature, and dynamic scalability (Gentry et al. 2021). By leveraging these characteristics and 

implementing security best practices, organizations can enhance the security of their serverless 

applications and mitigate the risks associated with modern cloud and mobile environments 

(Patros et al. 2021). 

 

 

3.  STUDYING THE SECURITY CHALLENGES OF SERVERLESS COMPUTING IN 

     CLOUD ENVIRONMENTS HAS SHED LIGHT ON VARIOUS DIFFICULTIES 

     AND THEIR CORRESPONDING SOLUTIONS IN NETWORK MARKETING 

 

Figure 11. Pros and Cons of Server-less Computing 

 

 

3. 1. Limited Visibility and Control 

Limited visibility and control pose significant challenges in securing serverless 

computing environments (Mampage et al. 2022). Implementing real-time monitoring solutions 

allows organizations to gain visibility into their serverless environments, monitor for suspicious 

activity, and detect security incidents as they occur. Enabling comprehensive logging and 

auditing capabilities helps organizations track user activity, system events, and resource usage 

within serverless environments (Mampage et al. 2022; Prakash and Kumar. 2022).  

This enhances visibility and enables organizations to investigate security incidents 

effectively (George et al. 2023). Utilizing CSPM tools provides organizations with centralized 

visibility and control over their cloud infrastructure, including serverless computing resources. 
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CSPM solutions offer features for assessing security posture, identifying misconfigurations, 

and enforcing security policies (Loaiza Enriquez. 2021). Integrating serverless environment 

logs and security events with Security Information and Event Management (SIEM) solutions 

enables organizations to correlate and analyze data from multiple sources, improving threat 

detection and incident response capabilities (Lopez Velasquez et al. 2023). 

Implementing automated security controls, such as intrusion detection systems (IDS), 

web application firewalls (WAF), and anomaly detection mechanisms, helps organizations 

proactively identify and mitigate security threats in serverless environments (Jacob. 2022). 

Role-based Access Control (RBAC) policies ensures that only authorized users have 

access to serverless resources and functions, reducing the risk of unauthorized access and data 

breaches (Sankaran et al. 2020). Conducting regular security assessments, vulnerability scans, 

and penetration tests helps organizations identify and remediate security weaknesses in 

serverless applications and configurations. Leveraging logging mechanisms and implementing 

strict monitoring practices are effective responses to the challenges of limited visibility and 

control in serverless computing environments (Uddin et al. 2019). By implementing cloud-

native monitoring tools during the implementation phase, organizations can enhance their 

ability to observe serverless computing behavior and gain real-time insights into function 

execution, network interactions, and resource usage. Enhanced logging and monitoring enable 

organizations to detect security incidents promptly and respond effectively (Bhatt et al. 2014). 

Real-time data on function execution and resource usage allow for proactive threat detection 

and mitigation (Chen et al. 2016).  

By continuously monitoring serverless environments, organizations gain a high level of 

awareness of system activity and behavior. This increased visibility enables organizations to 

identify anomalous behavior and potential security threats more easily. The insights provided 

by comprehensive logging and monitoring facilitate the refinement and enhancement of 

security protocols and measures. Organizations can use this information to fine-tune access 

controls, optimize security configurations, and mitigate vulnerabilities effectively. Access to 

real-time data on serverless computing behavior empowers organizations to make more 

informed and effective decisions regarding security policies, resource allocation, and incident 

response strategies (Straub and Welke. 1998).  

The successful implementation of logging mechanisms and monitoring practices 

underscores the critical need for visibility and control in cloud-based systems, particularly in 

serverless computing environments (Malik et al. 2024). It emphasizes the importance of 

proactive security measures and continuous monitoring to maintain the integrity and security 

of serverless applications and data. Overall, leveraging logging mechanisms, implementing 

strict monitoring practices, and utilizing cloud-native monitoring tools empower organizations 

to overcome the challenges of limited visibility and control in serverless computing 

environments. These measures enhance security, increase awareness, and enable informed 

decision-making, laying a strong foundation for effectively managing serverless computing 

systems (Leemans. 2022). 

 

3. 2. Insecure Dependencies 

Maintain a robust dependency management process to keep track of all third-party 

libraries and components used in serverless applications. Regularly update dependencies to 

ensure they are patched against known vulnerabilities and security issues. Use static code 
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analysis tools to scan serverless application code for potential security vulnerabilities and 

insecure dependencies (Alpernas et al. 2021).  

These tools can identify and flag vulnerable dependencies before deployment (Ponta et 

al. 2020). Integrate dependency scanning tools into the CI/CD pipeline to automatically detect 

and flag insecure dependencies during the build process. This allows organizations to address 

security issues early in the development lifecycle. Conduct regular vulnerability assessments 

and security audits of serverless applications to identify and remediate insecure dependencies 

(Sushma et al. 2023). 

Implement automated tools and manual reviews to assess the security posture of third-

party components (Jegan et al. 2023). Maintain a whitelist of approved dependencies and 

libraries that meet predefined security criteria. Only allow the use of dependencies from the 

whitelist to mitigate the risk of insecure components being introduced into the application. 

Implement runtime protection mechanisms to monitor serverless functions for suspicious 

behavior and detect attempts to exploit insecure dependencies at runtime (Jegan et al. 2023).  

Use tools that provide runtime application self-protection (RASP) capabilities to defend 

against known and unknown threats (Inamdar and Gupta. 2020). Train developers on secure 

coding practices and best practices for managing dependencies in serverless applications. 

Emphasize the importance of vetting and validating third-party components before integration. 

Implement continuous monitoring of serverless applications to detect and respond to security 

incidents related to insecure dependencies. Monitor for anomalous behavior and unauthorized 

access attempts that may indicate a compromise. Conduct regular audits of third-party 

dependencies to identify and remediate security vulnerabilities (Tatineni. 2023). These audits 

help ensure that only secure and trusted components are used in serverless applications.  

Use static code analysis tools to analyze third-party libraries for potential security 

vulnerabilities (Backes et al. 2016). This proactive approach helps detect and address security 

issues before they are deployed into production environments. Keep dependencies up to date 

by regularly applying patches and updates provided by the vendors. This helps mitigate the risk 

of known vulnerabilities being exploited by attackers. Implement proactive monitoring of 

dependencies to detect any suspicious behavior or unauthorized access attempts (Ghorbani et 

al. 2009).  

By continuously monitoring dependencies, organizations can identify and respond to 

security threats in real-time. By carefully managing and updating dependencies, organizations 

can reduce the attack surface and minimize the number of potential entry points for attackers 

(Albanese et al. 2014). This helps protect sensitive data and mitigate the risk of unauthorized 

access. Adopt a culture of continuous improvement by regularly reviewing and updating 

security practices and protocols related to dependency management. This ensures that security 

measures remain effective in addressing evolving threats and vulnerabilities. Overall, a 

proactive approach to managing dependencies, including regular audits, static code analysis, 

updates, and proactive monitoring, is essential for securing serverless computing environments 

effectively. By implementing these strategies, organizations can reduce the risk of insecure 

dependencies and strengthen the overall security posture of their serverless applications (Cinar. 

2023). 

 

3. 3. Cold Start Attacks 

Pre-warming functions involves periodically invoking serverless functions to keep them 

warm and ready for use (Roy et al. 2022). By pre-warming functions, organizations can reduce 
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the latency associated with cold start times and ensure faster response times for users. Optimize 

serverless function code to reduce execution time and minimize cold start delays (Silva et al. 

2020). This may involve optimizing resource usage, minimizing dependencies, and 

streamlining code execution paths (Vahidinia et al. 2020).  

Utilize container reuse strategies to keep containers running for longer periods and 

minimize the frequency of cold start events (Suo et al. 2021). By reusing containers, 

organizations can reduce the overhead associated with cold start times and improve overall 

performance. Implement auto-scaling policies that dynamically adjust resources based on 

workload demand. By scaling resources up or down in response to traffic fluctuations, 

organizations can minimize the occurrence of cold start events during periods of high demand 

(Jegannathan et al. 2022).  

Optimize serverless platform configurations to prioritize warm start instances over cold 

start instances (Pan et al. 2023). This may involve adjusting platform settings, such as instance 

provisioning and allocation policies, to prioritize warm start behavior. Use predictive scaling 

algorithms to anticipate workload patterns and proactively provision resources before they are 

needed. Predictive scaling helps minimize cold start times by ensuring that sufficient resources 

are available to handle incoming requests. Leverage platform-specific features and capabilities 

designed to mitigate cold start delays. For example, some serverless platforms offer features 

like provisioned concurrency or reserved instances, which can help reduce cold start times by 

ensuring that resources are pre-allocated and readily available (Shahrad et al. 2020). Conduct 

performance testing to assess the impact of cold start delays on application performance and 

user experience.  

By identifying potential bottlenecks and optimizing resource allocation, organizations can 

minimize the impact of cold start events on overall application performance. Implement 

function warm-up mechanisms to periodically activate serverless functions, ensuring they 

remain in a warmed-up state and ready for rapid execution (Wang et al. 2023). This reduces the 

delays associated with cold start events and improves overall responsiveness. By proactively 

warming up functions, organizations can minimize the vulnerability to cold start attacks and 

enhance the system’s security. Strategically distribute serverless functions within the 

architecture to optimize resource allocation and anticipate demand (Boza et al. 2017). Consider 

factors such as geographical location, expected usage patterns, and resource availability when 

deploying functions. 

By strategically placing functions, organizations can minimize latency and improve 

performance, reducing the likelihood of cold start delays. Allocate sufficient resources to 

serverless functions based on anticipated demand and workload requirements. Use auto-scaling 

policies and predictive scaling algorithms to dynamically adjust resource allocation to match 

fluctuating demand levels (Park and Jeong. 2023). By ensuring adequate resource allocation, 

organizations can minimize the impact of cold start events and maintain optimal system 

performance. Optimize serverless function code to reduce execution time and minimize cold 

start delays. Streamline code execution paths, minimize dependencies, and optimize resource 

usage to improve overall efficiency and responsiveness (Golec et al. 2023). By optimizing code, 

organizations can mitigate the impact of cold start attacks and enhance the security and 

performance of serverless systems.  

Continuously monitor serverless systems for performance bottlenecks and optimization 

opportunities. Use performance metrics and analytics to identify areas for improvement and 

implement optimizations to enhance system efficiency and responsiveness (Gunasekaran et al. 
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2004). By continuously optimizing serverless systems, organizations can maintain a high level 

of security and performance, mitigating the risk of cold start attacks and other security threats 

(Simmons. 2011).  

By adopting these strategies, organizations can strengthen the security and performance 

of their serverless systems, minimize the impact of cold start attacks, and ensure optimal 

responsiveness for users. Additionally, these measures contribute to the overall efficiency and 

reliability of serverless computing environments, enhancing the organization’s ability to deliver 

secure and responsive services to customers (mampage et al. 2022). 

 

3. 4. Data Privacy and Resilience 
 

Implement strong encryption mechanisms to protect data at rest and in transit within 

serverless environments. Use industry-standard encryption algorithms and encryption keys to 

ensure the confidentiality and integrity of sensitive data. Implement robust access control 

measures to restrict access to sensitive data within serverless applications (Hellerstein. 2018). 

Use role-based access control (RBAC) policies, least privilege principles, and multi-factor 

authentication (MFA) to enforce strict access controls and prevent unauthorized access to 

sensitive data. Employ data masking and anonymization techniques to obfuscate sensitive data 

and protect user privacy (Omotunde and Ahmed. 2023). 

By masking or anonymizing personally identifiable information (PII) and other sensitive 

data, organizations can reduce the risk of data breaches and unauthorized access. Implement 

data resilience measures such as regular data backups, redundant storage, and disaster recovery 

plans to ensure data availability and integrity. Store backups in geographically dispersed 

locations and regularly test data recovery procedures to mitigate the impact of data loss or 

corruption (Kesa. 2023).  

Adopt a privacy by design approach when designing and developing serverless 

applications. Consider data privacy and security requirements from the outset and incorporate 

privacy-enhancing technologies and features into the application architecture. Implement data 

lifecycle management practices to govern the collection, storage, processing, and deletion of 

data within serverless environments (Kumari et al. 2023).  

Define clear policies and procedures for data retention and deletion to ensure compliance 

with data privacy regulations (Butin and Le Metayer. 2015). Implement continuous monitoring 

and auditing mechanisms to track data access, usage, and security events within serverless 

applications. Use logging, monitoring, and auditing tools to detect and respond to security 

incidents in real-time and maintain visibility into data activity. Ensure compliance with relevant 

data privacy regulations and industry standards, such as GDPR, CCPA, HIPAA, and PCI DSS 

(Asad. 2023). Stay informed about regulatory requirements and incorporate compliance 

measures into serverless application design and operation.  

Encryption is a fundamental and effective security measure for protecting data integrity 

in serverless computing environments (Shin. 2020). By encrypting data, organizations can 

ensure that sensitive information remains unreadable to unauthorized users, both at rest and 

during transmission. Encryption helps organizations meet compliance requirements, such as 

those outlined in regulations like GDPR, HIPAA, and PCI DSS, by safeguarding sensitive data 

from unauthorized access and disclosure. Implementing encryption measures instills 

confidence in both the organization and its users regarding the security of their data. Users can 

trust that their sensitive information is adequately protected, fostering a positive relationship 

with the organization (Richards and Hartzog. 2015). 
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Figure 12. Data Privacy in Server-less Architecture 

 

 

Additionally, encryption helps mitigate the risk of data breaches and unauthorized access, 

reducing the potential impact of security incidents on the organization’s reputation and financial 

well-being (Telo. 2023). Successful encryption measures contribute to a reliable defense 

posture for serverless computing systems, aligning with best practices for data security (Verma 

and Upadhayay. 2019). By prioritizing encryption as part of their security strategy, 

organizations can enhance the overall trustworthiness of their serverless computing 

environments and demonstrate their commitment to protecting sensitive data. Ultimately, 

encryption plays a vital role in maintaining data confidentiality, integrity, and security in 

serverless computing systems, contributing to a safer and more secure digital ecosystem (Singh 

and Dautaniya. 2019)0. 

 

3. 5. Injection Vulnerabilities 

Implement strict input validation and sanitization mechanisms to filter and sanitize user 

inputs before processing them (Scholte et al. 2012)0. This helps prevent malicious input data 

from being executed as code or injected into the application. Use parameterized queries or 

prepared statements when interacting with databases or executing dynamic queries. 

Parameterized queries separate data from code, preventing attackers from injecting malicious 

SQL or NoSQL commands into queries (Ron et al. 2016).  

Use Object Relational Mappers (ORMs) or similar frameworks to interact with databases 

in a safe and secure manner (Reniers et al. 2019)0. ORMs abstract database interactions, 

automatically handling parameterization and preventing injection attacks. Implement security 

headers, such as Content Security Policy (CSP) and Strict-Transport-Security (HSTS), to 

protect against injection attacks and other common web vulnerabilities (Mlyatu and Sanga. 

2022). These headers help mitigate the risk of cross-site scripting (XSS) and other injection-

related attacks (Yakoob. 2021).  
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Utilize API ateways and web application firewalls (WAFs) to filter and monitor incoming 

requests for malicious payloads and injection attempts (Heckathorn. 2011). These tools can 

block or flag suspicious requests before they reach the serverless application. Conduct regular 

code reviews and static code analysis to identify and remediate injection vulnerabilities in 

serverless application code. Use automated tools and manual reviews to identify potential 

security issues and enforce secure coding practices. Follow the principle of least privilege by 

granting only the minimum level of access and permissions necessary for each function or 

service. Limit access to sensitive resources and data to reduce the potential impact of injection 

attacks (Tan et al. 2017). 

Perform regular security audits and penetration testing to identify and address injection 

vulnerabilities in serverless applications (Dutta et al. 2020). Test for common injection 

techniques, such as SQL injection, NoSQL injection, and command injection, to ensure robust 

security posture (Eassa et al. 2018). Utilizing proactive runtime mechanisms, such as Web 

Application Firewalls (WAFs), has indeed proven to be highly effective in mitigating the risks 

associated with injection attacks in serverless computing environments. WAFs operate by 

continuously monitoring incoming requests and responses, detecting patterns indicative of 

injection attacks, and blocking malicious traffic before it reaches the serverless application 

(Balaganski. 2015).  

By integrating WAFs into the serverless environment, organizations can establish an 

additional layer of defense against unauthorized access and data manipulation resulting from 

injection attempts. WAFs help ensure the integrity and reliability of data by preventing 

malicious payloads from compromising the serverless system. The deployment of WAFs aligns 

with best practices for securing serverless computing environments and reinforces the overall 

security posture of the organization. By leveraging proactive runtime mechanisms like WAFs, 

organizations can effectively safeguard against injection vulnerabilities and maintain the 

trustworthiness of their serverless applications (Jegan et al. 2020). 

 

3. 6. Resource Exhaustion and Denial-of-Service (DoS): 

Implement rate limiting mechanisms to restrict the number of requests or function 

invocations from a single source within a specified time frame (Schmidt et al. 1998). By 

imposing limits on incoming requests, organizations can prevent malicious actors from 

overwhelming serverless functions and consuming excessive resources. Utilize auto-scaling 

capabilities provided by serverless platforms to dynamically adjust resources based on 

workload demand (Benedetti et al. 2022). Configure auto-scaling policies to automatically 

provision additional resources during periods of high traffic or activity, ensuring sufficient 

capacity to handle incoming requests without experiencing resource exhaustion (Katal et al. 

2021). Implement throttling mechanisms to control the rate of requests or function invocations 

based on predefined thresholds. Throttling helps prevent excessive resource consumption by 

limiting the frequency or volume of incoming requests, thereby mitigating the impact of DoS 

attacks (Zhijun et al. 2020). 

Implement request validation mechanisms to verify the legitimacy of incoming requests 

and filter out malicious or malformed requests. Perform input validation, parameter validation, 

and content validation to ensure that only valid and safe requests are processed by serverless 

functions (Samea et al. 2020). Deploy DDoS protection services or solutions to detect and 

mitigate large-scale DDoS attacks targeting serverless applications. Use DDoS mitigation 
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techniques, such as traffic filtering, rate limiting, and IP blocking, to mitigate the impact of 

volumetric attacks and maintain service availability (Devi and Subbulakshmi. 2017).  

Implement circuit breaker patterns to detect and respond to abnormal or excessive traffic 

patterns. Use circuit breakers to temporarily suspend access to serverless functions or throttle 

incoming requests when predefined thresholds are exceeded, preventing resource exhaustion 

and maintaining system stability (Lebanon et al. 2018). Implement comprehensive monitoring 

and alerting mechanisms to continuously monitor resource utilization, performance metrics, 

and traffic patterns in serverless environments (Fairhurst. 2017). Set up alerts to notify 

administrators of abnormal behavior or potential DoS attacks, enabling timely response and 

mitigation actions. Leverage built-in security features and protections offered by cloud service 

providers to defend against resource exhaustion and DoS attacks (Samea et al. 2020). 

Cloud providers often offer network-level protections, traffic filtering, and DDoS 

mitigation services as part of their platform offerings (Somani et al. 2017). The charging model 

of serverless systems, based on resource consumption, presents a challenge of resource 

exhaustion attacks. Attackers may attempt to overwhelm the system by triggering numerous 

functions, leading to denial of service and increased costs. Implement rate-limiting mechanisms 

to control the frequency of function invocations (Yan and Yu. 2015). 

By setting limits on the number of requests or function executions per unit of time, 

organizations can prevent excessive resource consumption caused by malicious actors. Utilize 

continuous monitoring tools to detect unusual spikes in system activity that may indicate a 

potential resource exhaustion attack (Buennemeyer et al. 2008). Monitoring metrics such as 

function invocations, resource utilization, and network traffic can help identify abnormal 

behavior and trigger alerts for further investigation. Set up billing alerts to receive notifications 

when resource consumption surpasses predefined thresholds (Sivanathan. 2020). Billing alerts 

provide an early warning of escalating costs due to increased usage, enabling organizations to 

take immediate action to investigate and mitigate potential attachment. Implement automated 

scaling policies to dynamically adjust resource allocation based on demand (Kimani et al. 

2019). By automatically scaling resources up or down in response to changes in workload, 

organizations can ensure efficient resource utilization and maintain system reliability under 

varying levels of demand. 

By implementing these measures, organizations can strengthen their serverless systems, 

ensuring efficient resource consumption, effective cost control, and protection against 

malicious attempts to exploit the platform (Khan et al. 2017). These proactive steps help 

mitigate the risks associated with resource exhaustion attacks and safeguard the availability and 

performance of serverless applications. 

 

3. 7. Vendor Lock-in Risks 

Adopt a multi-cloud strategy to diversify cloud service providers and reduce dependency 

on a single vendor (Tomarchio et al. 2020). By using multiple cloud providers, organizations 

can leverage the strengths of each provider while minimizing the risk of vendor lock-in. 

Containerize serverless applications using container orchestration platforms like Kubernetes. 

Containerization abstracts the underlying infrastructure and allows applications to run 

consistently across different cloud environments, reducing vendor-specific dependencies (Zhou 

et al. 2019). 

Use serverless frameworks that support multiple cloud providers, such as AWS SAM 

(Serverless Application Model), Azure Functions, or Google Cloud Functions (Kumar. 2019). 
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These frameworks provide abstractions and compatibility layers that enable applications 

to be deployed seamlessly across different cloud platforms. Adopt industry-standard APIs and 

protocols to ensure interoperability between serverless applications and cloud services 

(Rodrigues et al. 2022). By adhering to open standards, organizations can avoid proprietary 

vendor lock-in and facilitate migration between cloud providers.  

Utilize vendor-neutral tools and services for development, deployment, and management 

of serverless applications. Choose tools that are compatible with multiple cloud platforms and 

offer portability across different environments (Sewak and Singh. 2018). Implement data 

portability strategies to facilitate the transfer of data between cloud providers. Use standardized 

data formats and protocols to ensure data interoperability and minimize data lock-in (Harsh et 

al. 2012).  

Develop an exit strategy that outlines the process for migrating applications and data away 

from a specific cloud provider if necessary. Establish clear criteria for evaluating alternative 

providers and define migration procedures to minimize disruption to operations (Menzel and 

Ranjan. 2012). Negotiate contractual agreements with cloud providers that include provisions 

for data portability, interoperability, and vendor lock-in mitigation. Ensure that contracts 

specify terms for service-level agreements (SLAs), pricing, and exit clauses to protect the 

organization’s interests (Goo. 2010). By adopting these strategies, organizations can reduce the 

risks associated with vendor lock-in in serverless computing environments and maintain greater 

flexibility and control over their technology infrastructure (Zhao. 2022). These measures help 

safeguard against dependency on a single cloud provider and enable organizations to adapt to 

changing business requirements and market dynamics effectively. 

 

 

4.  CONCLUSIONS 

 

Serverless computing offers numerous benefits, including scalability, cost-efficiency, and 

reduced time to market. However, it also presents significant challenges, particularly in the 

realm of network security (Patel. 2024). Throughout this review, we have identified and 

discussed various security challenges faced by organizations adopting serverless computing, 

including limited visibility and control, insecure dependencies, cold start attacks, data privacy 

concerns, and resource exhaustion. 

To address these challenges, organizations must implement targeted solutions and best 

practices. These solutions include enhancing visibility and control through logging and 

monitoring mechanisms, implementing encryption and authentication measures to secure data 

and access, mitigating cold start attacks through warm-up mechanisms and strategic placement, 

and employing rate-limiting and auto-scaling policies to manage resource consumption 

effectively. Additionally, adopting a multi-cloud strategy, prioritizing standardization and 

portability, containerizing applications, and negotiating vendor-neutral contractual agreements 

can help mitigate the risks of vendor lock-in and enhance flexibility in managing serverless 

environments. 

The importance of advanced technologies such as AI and blockchain cannot be overstated 

in addressing the emerging challenges in serverless computing security. AI-powered anomaly 

detection systems can help organizations detect and respond to security threats in real-time by 

analyzing large volumes of data and identifying patterns indicative of suspicious activity 

(Rangaraju. 2023). Additionally, blockchain technology offers a decentralized and immutable 
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ledger that can enhance the security and integrity of data transactions in serverless 

environments.  

By leveraging these advanced technologies, organizations can enhance their ability to 

anticipate, detect, and mitigate security threats in serverless computing systems. Moreover, the 

findings of this research study provide valuable insights for future researchers, serving as a 

foundation for the development of innovative strategies and solutions to further enhance the 

security and protection of serverless computing systems. By continuing to explore and advance 

the application of AI, blockchain, and other emerging technologies in serverless security, 

organizations can stay ahead of evolving threats and ensure the integrity and resilience of their 

serverless environments. 

 

 

5.  FUTURE SCOPE 

 

The future scope of serverless computing security is vast and holds significant potential 

for advancements and innovations. Continued research and development are needed to enhance 

security measures in serverless computing, including improved authentication mechanisms, 

stronger encryption techniques, and more effective anomaly detection systems. Leveraging AI 

and machine learning algorithms can further enhance serverless security by enabling proactive 

threat detection, automated response mechanisms, and intelligent risk mitigation strategies. 

Exploring the integration of blockchain technology into serverless computing environments can 

provide enhanced data integrity, immutability, and transparency, offering additional layers of 

security and trust. With growing concerns over data privacy, there is a need to develop and 

implement privacy-preserving technologies such as differential privacy and secure multi-party 

computation in serverless computing systems. Standardization efforts can help promote 

interoperability and compatibility among different serverless platforms, enabling seamless 

migration of applications and data across multiple cloud providers while maintaining security 

and compliance. 

As regulatory requirements evolve, there is a need for serverless computing solutions that 

facilitate compliance with data protection regulations such as GDPR, HIPAA, and CCPA, 

ensuring the security and privacy of sensitive information. Increasing cybersecurity education 

and awareness among developers, administrators, and end-users is essential for fostering a 

culture of security and mitigating human error-related security risks in serverless computing 

environments. Addressing ethical considerations surrounding serverless computing security, 

such as algorithmic bias, data privacy, and accountability, is crucial for ensuring responsible 

and ethical deployment of serverless technologies. Overall, the future of serverless computing 

security lies in continuous innovation, collaboration, and adaptation to emerging threats and 

challenges. By embracing cutting-edge technologies, fostering collaboration among industry 

stakeholders, and prioritizing security-by-design principles, the serverless computing 

ecosystem can evolve to meet the evolving security needs of organizations and users. 
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